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1. Introduction

"If the only tool you have is a hammer, it is tempting to treat
everything as if it were a nail."
Abraham Maslow, 1966

Engage2lnnovate (E2i) critically examines the prevailing technology-centric
view of innovation and advocates for a broader understanding that
encompasses social, process, and organisational innovations, among others.

E2i represents a broader movement that seeks to redefine innovation in a
way that fully captures the complexity of human and societal needs. We
advocate for an approach to innovation that is inclusive of, but not limited to,
technological solutions, emphasising the importance of understanding and
addressing the root causes of societal challenges. This perspective
encourages a more holistic and interdisciplinary approach to innovation,
recognising the value of contributions from fields outside of the traditional
tech sector. One such field is Social Innovation.

1.1 The role of social innovation

Social Innovation is a human-centred approach to developing meaningful
solutions rooted in a rich understanding of end-user contexts, such that
novel ideas (inventions) are carried into practice — and implemented.

Through effective engagement with security practitioners, researchers, and
policymakers across the quadruple helix, E2i champions good practice in
Social Innovation and human-centred design. Researchers will demonstrate
and deliver the E2i Security R&l Toolbox:

1. Enabling adoption of Social Innovation and human-centred design
approaches to engage citizens and end users in security R&I

2. Supporting security R&l actions in framing and designing security
solutions and outputs and optimising their acceptance and adoption

3. Providing benchmarks, standards, and quality criteria for security
solutions through Responsible Research and Innovation; and thereby

4. Strengthening EU security research and innovation.

To promote the engagement of end-users and citizens, E2i will develop a

H Funded by . engage2innovate
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Societal Development Plan describing the current landscape of Social
Innovation. This toolbox will guide how the approach can strengthen EU
security research and innovation and include an explanatory conceptual
model and practical exemplars to inspire and motivate. Finally, E2i will build
on the enthusiasm and inspiration of the next generation of researchers and
design thinkers through two international Social Innovation Design
Challenges, showcasing new innovative thinking and solution concepts while
fostering the adoption of E2i outputs (E2i Delivery Plan).

1.2 Review of wider literature on Social Innovation, RRI and citizen and
end-user engagement

This report presents findings from Task 1.2: Review of wider literature on
Social Innovation, Responsible Research and Innovation (RR&I) and citizen
and end-user engagement. The objectives were:

e To review and develop a critical synthesis of empirical and theoretical
literature on social innovation, Responsible Research and Innovation
(RRI), and citizen and end-user engagement.

e To comprehensively review the application of Social Innovation in
security and related research programs supported by the EU and other
funding bodies.

Led by Bezalel Academy of Arts and Design (BEZ), Task 1.2 reviewed and
developed a critical synthesis of empirical and theoretical literature on Social
Innovation, Responsible Research and Innovation (RRI) and citizen and
end-user engagement in security research projects. This Task aimed to
review the state of the art, assess the strength of evidence, identify existing
and potential guidelines for practice and policy making, and highlight areas
for future research. The resulting report (deliverable D1.2) will enable the E2i
consortium to consider relevant concepts and arguments and engage with
and inform debates in the field.
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2. Social Innovation

2.1 Defining Social Innovation

Social innovation is defined by Phills et al (2008) as “.. a novel solution to a
social problem that is more effective, efficient, sustainable, or just than
existing solutions” (p. 38), while Albury and Mulgan (2003) suggest social
innovation is about developing new ideas to tackle social problems or meet
social needs. A social innovation may be a new product, service, initiative,
organisational model or approach to the delivery of a service.

‘Innovation’ is both a process and a product, and may be conceived of as: (i)
an organisational process that produces novel thinking or outputs, that is
dependent on individual creativity, organisational structures and context;
and (ii) an outcome of this process, such as a new product, product feature
and production method. To be considered an innovation, the resulting
process or outcome must meet two criteria (ibid):

e Novelty — an innovation need not be original, but must be new to the
user or context, or be a new application

e /mprovement —an innovation must be a more effective, efficient,
commercially viable or sustainable solution than existing products or
processes.

The ‘social’ component is central to the concept of social innovation — but is
interpreted differently by different people. Leading thinkers in the field use
‘'social’ to signify a range of attributes of this class of innovation, including:

e That it addresses a social problem or need
e That the process is guided by social motivations or intentions
e That the result provides a positive social impact of some sort

e That the innovation process is led by or involves not-for-profit, civil
society organisations or government bodies — sometimes referred to as
the ‘social sector’.

Phills et al (2008) suggest that the term Social Innovation should be used to
describe innovations that address social problems, benefitting wider society
(rather than simply private individuals) on the grounds that there is some
consensus about what constitutes a social need or problem or what might

the European Union
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the European Union 10

be a social objective. Such objectives include improved health, better
education, justice, fairness, environmental sustainability, and greater access
to arts and culture (ibid).

Social innovations produce a kind of value that is generally considered as
being distinct from financial or economic value — i.e. goes beyond the
private gains and general benefits of market activity (Jessop et al., 2013):

“Many innovations tackle social problems or meet social needs, but
only for social innovations is the distribution of financial and social
value tilted toward society as a whole” (Phills et al, 2008. p. 39).

As a consequence of such a broad and differently interpreted definition and a
wide use of jargon (often reusing terms that are already in use in other fields,
but to mean something different), it is perhaps unsurprising that 'Social
Innovation' has come to encompass a rather wide range of initiatives,
including: creating products or services that address social needs; making
changes in social practices; developing alternative organisational models;
and introducing new methods for social interaction. Indeed, for some
researchers, there has been so much discussion about the meaning of social
innovation (Edwards-Schachter & Wallace, 2017, Moulaert, 2013) that “the
term is ‘overdetermined’ (Edwards-Schachter & Wallace, 2017, p. 64).

2.2 Key characteristics

The previous section observed that social innovation may be considered both
an outcome and a process. Below is a list of other characteristics of Social
Innovation drawn from the literature:

e Novelty - Social innovation is the creation of new solutions, models or
approaches that differ from existing practices. It may combine elements
from various fields, challenge conventional thinking, or adapt existing
ideas to new contexts.

e Aims to address a social issue — The primary goal of Social Innovation
is to bring about positive and meaningful change in society. It often
targets social issues such as poverty, poor health, inequality,
environmental sustainability, education and community development.

Funded by engage2innovate
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Safety and security - a social aim?

Improved safety and security are goals that are seen as integral to citizen'’s
quality of life, a key aspect of sustainability, and can therefore be
considered within the concept of Social Innovation.

Is primarily aimed at achieving positive and meaningful social
change — rather than this being a byproduct (Porter & Kramer, 2011) -
Social Innovation initiatives seek to improve the quality life' of "society
as a whole" or of specific groups through participatory methods and
gaining innovative perspectives. Such efforts aim to address not only
immediate needs, but also foster societal wellbeing over the longer
term. Some projects addressing social exclusion, discrimination, and
various inequalities between social groups explore new forms of
innovation and promote international cooperation, striving to create
more inclusive and equitable societies (Falzetti, 2013).

Empowerment — Many Social Innovation projects aim to empower
participating individuals (e.g. marginalised groups) by providing them
with tools, resources, or opportunities to better participate in
decision-making processes, and thereby improve their lives.
Marginalised individuals and groups are those that experience
discrimination and exclusion due to social, political and economic
factors and/or unequal power relationships (IPBES, n.d., see here).

Collaboration and engagement - Social Innovation often involves
collaboration among diverse stakeholder groups — including
governments, nonprofits, businesses, academics and communities.
Indeed, to address complex social challenges, cross-sector partnerships
are often necessary. This should be meaningful engagement where
research with end-users and other key stakeholders is used to better
understand and frame problems and prototype test solutions. It should
not consist of: ‘tokenistic’ representation (so-called "window-dressing");
poorly-managed processes; or inappropriate research methods that fail
to provide insight into problems or issues (Davey & Wootton, 2016).
There are three main models for collaboration that are discussed in the

the European Union 11
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physical and mental health, education, recreation and leisure time, social belonging, religious
beliefs, safety, security and freedom, see link.
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literature as contributing to the implementation of Social Innovation
projects — the Triple-Helix Collaboration (Easton & Dormaels, 2019); the
Quadruple Helix collaboration models (Nguyen & Marques, 2022; Roman
et al., 2020); and the Quintuple Helix Model (Carayannis & Campbell,
20113, 2011b; Carayannis et al., 2012). These are discussed in Section 2.4,
below.

e Trust — According to Ley & Sommerfeld (2013), the principles of
cooperation, inclusiveness and trust are foundational to achieving a
better understanding of the needs of community members and
providing sustainable development that relies on long-term
collaborative relationships (Ley & Sommerfeld, 2013). The engagement
of citizen, community, and civil society organisations contributes to
social innovation by identifying and organising services and advocacy
activities and addressing various societal needs (for example, from the
health sector, see Beinare & McCarthy, 2012).

e Cross-sectoral connections — Cooperation between the science,
business, and government sectors has been shown to be a valuable
characteristic of the innovation process when taking a regional
perspective (Puslecki, 2015; Bosworth et al., 2016).

e Compatibility with context — Also termed 'place-specificity' or
'placeness!, this ensures that the innovation project can be successfully
anchored into the social and political fabric, as the solution is tailored to
a specific situation or environment (for example, from the digital
transformation field, see Zhu et al.,, 2006; and from the urban
development field, see Moulaert et al., 2007).

While not all the above characteristics need to be present in every Social
Innovation project, they nevertheless emphasise the importance of engaging
a wide range of stakeholders in creating socially and ethically responsible
innovative solutions — from local communities to international bodies.

Franz et al., (2012) argues that social characteristics should be included in
both the process and its outcome / result (Franz et al,, 2012). In other words, it
is not enough that the outcome of an innovation performs a social good, the
process of its creation should also include a social engagement aspect.

Funded by engage2innovate
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2.3 Community of social innovation practice

Social Innovation engages a wide range of stakeholders from policymaking,
the private and academic sectors to the business sector, while sometimes
focusing on community and civil society representatives. Social Innovation
involves reevaluating social networks while fostering innovation in
community relationships, achieving human development goals and enabling
the socio-political empowerment of underrepresented groups.

Depending on how one chooses to interpret 'social innovation', things can
get rather complicated. For example, according to Jessop et al (2013), the
"implementation of Social Innovation" requires the development of new
forms of social learning oriented towards the production of knowledge, as
well as fostering collective, problem-oriented learning. In terms of the
innovation process recognised by designers, this may appear somewhat
overblown.

2.4 Models of Social Innovation

Collaborative efforts between the state, business sector, academia, and
community have been modelled in relation to Social Innovation:

e The Triple-Helix Innovation Model - This is an approach that
emphasises collaboration between three key actors: government,
industry, and academia. Originally proposed by Henry Etzkowitz and
Loet Leydesdorff (1995), this model suggests that innovation is most
effective when these three spheres work together in a dynamic and
mutually beneficial relationship. This model underscores the
importance of collaboration in multi-stakeholder, multicultural
environments, with improved communication between diverse groups
increasing the potential for innovative projects and implementation
(Straka 2019). Various authors suggest that this is one of the most
promising cooperation models (Easton & Dormaels, 2019; Viktorova et
al., 2019). Interorganisational collaboration is said to contribute to the
development of innovative approaches, but evaluations of the impact of
such projects has revealed variable results (Faems et al., 2005; Johnson,
2008).

e The Quadruple Helix Innovation Model - The quadruple Helix Model
adds the "third sector"—civil society, commmunity, and citizens.
According to Carayannis & Campbell, 2011b, “the Quadruple Helix

Funded by engage2innovate
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embeds the Triple Helix by adding as a fourth helix the ‘media-based
and culture-based public’ and ‘civil society’ (Carayannis & Campbell,
2011b, p.1). The engagement of the community/citizens ensures that the
development will meet actual societal needs and promote sustainability
of developments and of collaborative networks (Nguyen & Marqués,
2021). Quadruple-helix innovation architecture (Q-HIA) proposes a
working model that fosters engagement and supports cooperation
between different sectors (MacGregor et al,, 2010; Roman et al., 2020).

e The Quintuple Helix Innovation Model - Not to be outdone, the

Quintuple Helix innovation model is broader and more comprehensive
by contextualising the Quadruple Helix and by adding the helix (and
perspective) of the ‘natural environments of society’ (Carayannis et al,
2012, p. 1). Dr. Elias G. Carayannis, a Professor of Science, Technology,
Innovation and Entrepreneurship at George Washington University, has
conducted research in the areas of innovation, entrepreneurship, and
sustainability (Carayannis & Campbell, 20113, 2011b; Carayannis et al.,
2012). The Quintuple Helix stresses the necessary socio-ecological
transition of society and economy in the twenty-first Century, seeing the
natural environments of society and the economy as drivers for
knowledge production and innovation. According to Carayannis et al,
2012, “CGlobal warming represents an area of ecological concern, to
which the Quintuple Helix innovation model can be applied with
greater potential” (p.1). In positioning environmental challenges as
drivers for knowledge and innovation, this model has the potential to
help advance society, economy, and democracy (Carayannis et al., 2022).

‘Benefit of society as a Whole’ and the ‘Benefit of the
Underrepresented’ - In 2014, the Organization for Security and
Co-operation in Europe (OSCE) identified two distinct approaches
within the field of Social Innovation: (i) Benefit of Society as a Whole —
focuses on creating solutions and initiatives that aim to benefit society
at large by addressing broader societal challenges, enhancing
well-being, and contributing to positive social change on a large scale;
and (ii) Benefit of the Underrepresented - this approach to social
innovation directs attention specifically on marginalised or
underrepresented groups within society. The emphasis being on
developing solutions that address their unique needs, challenges, and
opportunities. This approach seeks to reduce inequalities and ensure

engugezmnoucte
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that the benefits of social innovation are inclusive and reach those who
may be disadvantaged or marginalised.

Further information - The Organization for Security and Co-operation
in Europe (OSCE)

Bringing together 57 states, the OSCE has a comprehensive approach to
security encompassing politico-military, economic, environmental and
human aspects. It addresses a wide range of security-related concerns,
including arms control, confidence- and security-building measures,
human rights, national minorities, democratisation, policing strategies,
counter-terrorism and economic and environmental activities, see here.
Numerous resources are available on the OSCE website, see here.

From the list presented above, the value Social Innovation places on
collaboration across different groups, disciplines and sectors is clearly
evident.

2.5 Approaches and methodologies for Social Innovation

The literature on Social Innovation reveals a number of approaches and
methodologies:

e Community-based innovation - such approaches involve engaging
local communities in the co-creation of solutions to address their
specific needs and challenges. It emphasises the importance of local
knowledge, participation, and empowerment. The inclusion of local
communities and civil society organisations (CSOs) in research and
innovation can support identification of specific needs and help drive
policy change (Beinare & McCarthy, 2012).

e Corporate Social Innovation (CSI) — Corporate Social Innovation refers
to the process by which businesses integrate social and environmental
concerns into their core business strategies and operations to create
positive social impact while driving innovation. CSl aligns with the
concept of the triple bottom line, which considers not only financial
performance but also social and environmental impact. Companies
measure success by their contributions to people, planet, and profit. CSI
goes beyond traditional corporate social responsibility (CSR) practices,
which often involve philanthropy and charitable contributions. CSI
opens up possibilities for solving social problems by allowing businesses

H Funded by engage2innovate
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to innovate, while reaching their economic goals and also offering new
business models for a more responsible future (Dionisio & de Vargas,
2020). In combining social goals with commercial impact, this links to
the concept of the social entrepreneur.

Social entrepreneurs — A "social entrepreneur" is an individual who
pursues innovative solutions to social problems. Rather than primarily
aiming for profit, social entrepreneurs focus on creating social value and
addressing societal issues through the establishment of enterprises or
initiatives that have a positive impact on the community, environment,
or society at large. They combine the passion of a social mission with
business-like discipline, innovation, and determination commonly
found in the entrepreneurial business world. Social entrepreneurs
identify areas where traditional forms of public and private sector
organisations are not effectively meeting societal needs and they seek
to fill these gaps. Their ventures can cover a wide range of areas
including education, health, environmental sustainability, and social
justice, among others. These entrepreneurs are often seen as change
agents for society, creating social capital without necessarily measuring
performance in profit and financial return in the traditional sense.
Instead, they measure their success in terms of the impact they have on
the society and the extent to which they are able to address the social
issue they are concerned with. Social entrepreneurs can be used as a
bridge between cooperation systems that include public, private, and
third-sector representatives (Battisti, 2019).

Participatory research methods - such methods involve active
collaboration between researchers and the individuals or communities
that have a stake in the problem being addressed or implementing the
social innovation being designed. The goal is to engage participants in
the research process, empowering them to contribute their knowledge,
perspectives, and experiences. Participatory research emphasises
mutual learning, shared decision-making, and the co-creation of
knowledge. Examples of participatory research methods include: focus
groups; community-created maps; and participatory approaches to
ethnography. Vaughn & Jacquez (2020) present a “research-to-action
approach”that emphasises direct engagement of communities that
will be affected by the action (Vaughn & Jacquez, 2020).

engugezmnoucte
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Research-to-action — The term "research-to-action" refers to a process
or approach that aims to translate research findings into practical,
actionable strategies or interventions. This approach is particularly
prevalent in fields such as public health, environmental science,
education, and social policy, where the goal is to apply the insights
gained from research to address real-world challenges, improve
outcomes, and inform policy and practice. The research-to-action model
emphasises the importance of making research relevant and useful to
society by ensuring that it informs decision-making and leads to
tangible improvements in people’s lives, environmental conservation,
public health, and other areas. It challenges the traditional view of
research as an end in itself, instead seeing it as a means to effect
positive change (Vaughn & Jacquez, 2020).

Changing behaviour through cooperation and trust - Social
innovation, by fostering environments of trust and cooperation, can
significantly impact behaviour change towards positive social
outcomes. Through creating shared values, enhancing social capital,
and involving stakeholders in meaningful ways, social innovations pave
the way for sustainable and impactful solutions to societal challenges.
By addressing the underlying relational dynamics, such as trust and
cooperation, social innovations offer pathways to more resilient and
adaptive communities. Soma et al. (2018) encourage a bottom-up
approach to problem-solving and responsible innovation through
networks of collaborators.

Inclusion of underrepresented social groups - involves exploring new
forms of cooperation with the socially marginalised or
underrepresented groups to create innovation that addresses social
exclusion, discrimination, and inequalities for societal benefits (Falzetti,
2013; Zeldin et al., 2003).

Enhancing visibility and countering the hegemonic discourse -
Through gaining political and financial authority, Social Innovation
projects can empower the less dominant, often ignored views of, for
example, communities, end-users and disadvantaged groups to
become visible, better understood and implemented (Moulaert et al,,
2007). The relationship between 'counter-negemonic discourse' (see
box) and social innovation is dynamic and symbiotic.
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Counter-hegemonic discourse provides the critical foundation
necessary to question and understand the shortcomings of current
systems, processes and practices. In turn, this understanding fuels the
design of social innovations that seek to address these shortcomings
through practical, impactful actions. By understanding the
counter-hegemonic discourse, social innovation can represent a
powerful combination for driving social change, offering new solutions
for problems, pushing the boundaries of what is considered possible,
and ultimately aiming for a more just and equitable world.

Counter-hegemonic discourse

Counter-hegemonic discourse refers to the creation, promotion, and use
of ideas, narratives, and practices that challenge, resist, or seek to change
the dominant or hegemonic ideologies and power structures in a society.
This concept is rooted in the work of Italian Marxist philosopher Antonio
Gramsci, who introduced the idea of cultural hegemony to describe the
way in which the ruling class uses cultural institutions to maintain power
in capitalist societies (Hoare & Nowell Smith, 1971).

e Novel educational models to enable social innovation — Academic
models of social innovation, such as the Quadruple Helix Innovation
Model (O'Neill et al., 2017) focus on the possibility of building new
models of higher education practice that enhance cooperation
between educational and business organisations, enabling improved
social innovation.

e Centres of Innovation and 'Innovation Labs' — Often referred to as an
Innovation Centres, these are organisational entities or physical spaces
specifically designed to foster and support innovation. Such centres can
serve as hubs for research, development, collaboration, and the
generation of new ideas and technologies (van Vuuren et al., 2014;
Nguyen & Marqués, 2021). The collaborative spaces they provide are
considered instrumental in bridging the gap between academia and
business sectors, while driving the strengths of each sector to benefit
development (van Vuuren et al, 2014; Hogeforster & Priedulena, 2014).
They may enable the building of emotional connections between

Funded by engage2innovate
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partners in collaborative networks, and thus improve performance
(Ferrada & Camarinha-Matos, 2012).

e Global partnerships — These are collaborative efforts between
organisations, institutions, and stakeholders from different parts of the
world to address complex societal challenges and promote positive
social change. Multi-cultural cooperation and exchange of ideas can
contribute to innovation (Straka, 2019). Such cooperation may be in
regard to policy making, information exchange, operational
instruments, and legislation (Monar, 2006).

2.6 Existing tools and toolkits

Desk research was conducted to identify the available tools and toolkits
associated with Social Innovation published in English. Fourteen tools or
toolkits were identified. These demonstrate a range of methodologies,
techniques and technologies for fostering social innovation across various
sectors, highlighting the importance of collaborative and interdisciplinary
approaches in addressing complex social challenges. All tools / toolkits
identified have been developed and/or used to promote sustainability and
social justice, create "common ground" in collaborative practices and
enhance users' innovation capabilities.

e Living Labs (LL) model - A Living Lab is an immersive, real-world
environment where researchers, industry stakeholders, and end-users
collaborate to innovate and test solutions. In security research, Living
Labs provide dynamic settings to simulate and address complex
challenges, allowing for the development and evaluation of
cutting-edge technologies and strategies. By integrating diverse
perspectives and offering opportunities to engage with actual users,
Living Labs can facilitate rapid prototyping, iteration, and validation of
security innovations, fostering a responsive and adaptive approach to
addressing evolving threats. This interactive and iterative process
enhances the effectiveness of security solutions by aligning them
closely with real-world needs and scenarios. The Living Lab is a
'practice-drive' concept that is being used to provide space for
collaborations and explorations across the Quadruple Helix (Nguyen &
Marqués, 2021; Mastelic et al, 2015; Dekkers, 2011, van Geenhuizen, 2018;
Gumbo, at al.,, 2012).
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Example - The Hague Security Delta

The Hague Security Delta (HSD) in the Netherlands is a national security
cluster where businesses, governments, and research institutions
collaborate in the development and testing of cutting-edge security
solutions. For example, the HSD serves as a physical and virtual space for
experimentation and validation of cybersecurity technologies. In this
setting, companies and researchers can simulate cyber threats, test
security protocols, and refine their products and strategies, ultimately
fostering tangible advancements in cybersecurity and contributing to the
national and global security landscape, see link.

e Smart specialisation — Often referred to as Research and Innovation

Strategies for Smart Specialisation (RIS3), Smart Specialisation is a
policy framework developed by the European Union (EU) to guide
regional development through targeted investments in research and
innovation. RIS3 aims to enhance regional competitiveness and
economic growth by identifying and capitalising on each region's
unique strengths and opportunities. One example of a method used
within Smart Specialisation is the Entrepreneurial Discovery Process
(EDP).

Entrepreneurial Discovery Process (EDP) - This is a bottom-up
approach where stakeholders, including businesses, research
institutions, and local commmunities, actively participate in exploring and
uncovering untapped opportunities for innovation. It is a dynamic and
inclusive process that aims to identify the unique strengths and
potential competitive advantages of a region (Roman et al,, 2020).

P2P (Peer-to-Peer) mentoring — P2P is a collaborative mentoring
relationship between individuals of similar experience levels or
expertise. Unlike traditional mentoring, where a more experienced
person guides a less experienced one, P2P mentoring encourages
mutual learning, knowledge exchange, and shared experiences
between peers to foster professional and personal growth within digital
Social Innovation (Cangiano et al,, 2017).

Open Design Approach — The Open Design Approach is a design
methodology emphasising transparency, collaboration, and
accessibility. Designers openly share their work, engage diverse
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stakeholders, and use open-source tools. This iterative process
encourages community involvement, knowledge sharing, and
user-centric design, fostering inclusive and innovative solutions across
various design disciplines (Cangiano et al., 2017).

e Digital Social Innovation - Digital Social Innovation (DSI) harnesses the
power of digital technologies to address pressing social challenges and
foster positive societal change. Innovative tools, platforms, and
approaches are used to empower communities, promote inclusivity,
and drive social impact. It aligns with open source, open data, and open
innovation approaches, and includes: artificial intelligence for social
good; employing data responsibly; and supporting social
entrepreneurship. The scalability and impact of Digital Social
Innovation has been supported through sustainability toolkits to
promote the development and expansion of projects emerging from
Tech Social Innovators (Cangiano et al., 2017). Examples of Digital Social
Innovations include:

- Crowdsourced Security Testing — By engaging a community of
ethical hackers and security enthusiasts, organisations can leverage
collective intelligence to improve cybersecurity.

- Community-Led Safety Apps — These have been used to enable
users to report and address security concerns, share information
about local incidents and collaborate with law enforcement or
community organisations.

- Citizen Engagement in Cybersecurity Policies — By involving the
public in decision-making processes, governments and
organisations can create more inclusive and effective strategies for
addressing cybersecurity challenges.

- Digital Platforms for Crisis Response — These platforms enhance
the resilience of communities and improve response efforts in the
face of security threats.

— Privacy-Preserving Technologies — This includes the creation of
tools and protocols that protect individuals from digital surveillance
and unauthorised access to personal information.
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Example of a Digital Social Innovation - Callisto

The Callisto initiative is a notable example of Digital Social Innovation (DSI)
that addresses security issues, specifically focusing on sexual assault and
harassment. Callisto is a non-profit organization that created a unique
online platform designed to provide survivors of sexual assault and
harassment a safe, confidential, and empowering way to document and
report their experiences.

Key features of the Callisto platform include:

1. Confidentiality: Callisto allows survivors to securely document the
details of their assault in a time-stamped record without immediately
reporting it to authorities. This documentation can be done
anonymously, providing survivors with control over their information.

2. Matching System: One of the innovative aspects of Callisto is its
matching system. If another individual reports the same perpetrator,
both survivors are notified and given the option to connect with a
legal advocate. This system aims to identify serial offenders and
provide survivors with the option to take collective action, which can
be more empowering and may increase the likelihood of a successful
legal outcome.

3. Support and Resources: The platform provides survivors with access to
specialised support services, including legal advice and counselling.
This ensures that individuals are informed of their rights and options
for seeking justice and support.

4. Empowerment: By giving survivors control over their information and
the choice of when and how to report, Callisto seeks to empower
individuals, reduce the trauma associated with reporting, and
encourage more survivors to come forward.

5. Data Security: Callisto places a high emphasis on the security and
privacy of the information stored on its platform. This is crucial for
maintaining the trust and safety of its users.

The Callisto initiative is a prime example of how digital technologies can
be leveraged to address complex social issues like sexual violence,
providing innovative solutions that prioritize the needs and safety of
survivors. Through its focus on confidentiality, empowerment, and
community, Callisto represents a significant contribution to the field of
digital social innovation.
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e User community toolkits — This refers to resources, tools, and
collaborative platforms to engage users and the broader community in
the innovation process related to a product or service. Such toolkits are
aligned with principles of user-centred design, open innovation, and
crowdsourcing. The User Community Toolkit developed by Parmentier &
Gandia (2013, see link) is based on a longitudinal case study of the video
game Trackmania, which has an integrated toolkit connected to its
user community.

e Online civic engagement platforms - These are digital tools or
websites designed to facilitate public participation, collaboration, and
interaction between citizens and government entities (Nelimarkka et al.
2014). Examples include: ePetitions Platforms; virtual town hall
platforms; participatory budgeting platforms that help identify citizen’s
priorities; and collaborative mapping platforms.

e International Association for Public Participation (IAP2) Spectrum of
Public Participation - This is a framework that outlines different levels
of engagement and participation in public processes. Developed by the
IAP2, a global organisation focused on promoting and improving public
participation practices, the spectrum provides a range of participation
options for involving the public in decision-making. The IAP2 Spectrum
consists of five levels: Inform, Consult, Involve, Collaborate, and
Empower. The model offers practical tips for public involvement.
Discussion and agreement on the level of participation promises that
expectations are managed across all stakeholders, reducing the risk of
conflict (Stuart, 2017%). However, this framework has received mixed
reviews (Jones, 2017; Robinson, 2016).

e Front-end tools - In the context of the design process, "Front-end tools"
typically refer to methods, techniques, and processes that support the
definition of project goals, solution requirements, constraints and
potential design directions during the early stages of a project often
referred to as the innovation "front-end". Such tools can assist designers
/ design teams in gaining a deeper understanding of problems,

2 Graeme Stuart is an Alternatives to Violence Project facilitator, honorary lecturer (University
of Newcastle) and environmentalist. He is commmitted to promoting peace, nonviolence,
sustainability, strengths-based practice and community development, see link.

Funded by engage2innovate
H the European Union 23

www.e néa éeZinnovate,eu


https://onlinelibrary.wiley.com/doi/abs/10.1111/caim.12021
https://sustainingcommunity.wordpress.com/author/sustainingcommunity/

empathising with users, defining the challenge, and ideating potential
solutions.

Example - The FrontEnd Toolkit™

Developed by Barroca et al (2017, see here), this set of tools supports the
use of "Design Thinking" to transform new ideas into innovative products,
services and businesses. The objective of the Toolkit is to help
policymakers, project owners, and managers as well as their stakeholders
to design and implement projects with real impact.

e Innoweave modules and workshops - Innoweave is an initiative of the
McConnell Foundation that aims to help community groups assess and
implement new and innovative social change approaches through a
series of innovative modules. Based in Canada, Innoweave provides
access to a series of coaching streams built around social innovation
approaches. An organisation can access information, explore their
readiness, and begin implementing approaches with the help of a
coach (Huddart, 2012, see link).

e Open Social Innovation (OSI) - OSI| involves businesses and
organisations sourcing ideas from external sources as well as internal
ones. This means sharing knowledge and information about problems
and looking to people outside the business for solutions and
suggestions. Instead of the secrecy and silo mentality to research and
development, open innovation invites a wider group of people to
participate in problem-solving and product development, see link. The
Open Social Innovation (OSI) framework incorporates open innovation
strategies for addressing social challenges and innovative approaches to
organisations' business models (Chesbrough & Di Minin, 2014; Yun et al.,
2017).

e Use of social media to support Social Innovation — Social Innovation is
being supported by online platforms and websites that enable users to
create, share, and interact with content. Users engage through text,
images, videos, and links, fostering real-time communication and
community-building. Popular examples include Facebook, Instagram,
Twitter, and LinkedIn. Research shows that Multiple Social Media
Combinations foster social innovation by promoting networking,
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communication, and collaboration among social actors (Charalabidis et
al, 2014).

e Storytelling — This involves conveying narratives that illustrate the
impact of Social Innovation activities. Such stories have the potential to
humanise innovation actions, connect donors with causes, and inspire
others to contribute / participate. Through compelling narratives, social
entrepreneurs share the journey, challenges, and successes, fostering
empathy and encouraging a broader community to join in creating
positive change and promoting the long-term impact of Social
Innovation projects (Maclean et al., 2012).

2.7 Underpinning theories and related concepts

Embedding Social Science and Humanities (SSH) within research and
innovation actions is one of the EU research and innovation goals. By doing
so, the EU aims to address social exclusion, discrimination, and inequalities
from the humanistic perspective, exploring new forms of innovation and
promoting international cooperation (Levidow & Neubauer, 2014). The state
of the art in Social Innovation demonstrates the integration of social sciences
and humanities (SSH) into various aspects, as in the following:

e Innovation Theory - Concepts from innovation theory, such as diffusion
of innovations, technology adoption, and disruptive innovation, inform
understanding of how new ideas, practices, and solutions spread and
create change within society. One of the foundational thinkers is Joseph
Schumpeter, who emphasised the role of entrepreneurs in driving
innovation and economic development (Schumpeter, 1934). Another
key thinker is Clayton Christensen, renowned for his theory of disruptive
innovation (1997). It should also be noted that extensive research has
been conducted into new product success factors that contribute to
commercial success (Cooper and Kleinschmidt, 1987a, b).

e Knowledge Economy - The knowledge economy is an economic
system in which the generation and exploitation of knowledge play a
predominant part in the creation of wealth. Unlike traditional
economies, which were primarily based on agriculture or
manufacturing, the knowledge economy relies heavily on intellectual
capabilities, information, and technology. The Triple and Quadruple
helix models are instrumental in forming strategic knowledge
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management frameworks. The frameworks, including the transfer and
application of knowledge, enhance the capacity for innovation. They
play a crucial role in promoting the development of a Knowledge-Based
Economy (Powell & Snellman, 2004, Jali et al., 2020).

Open Innovation Diplomacy (OID) - OID was presented back in 2011 as
a new and novel strategy, policy-making, and governance approach in
the context of the quadruple and quintuple innovation helices. OID
encompasses the concept and practice of bridging distance and other
divides (cultural, socioeconomic, technological, etc.) with focused and
properly targeted initiatives to connect ideas and solutions with
markets and investors ready to appreciate them and nurture them to
their full potential (Carayannis & Campbell, 2011b).

Wicked Problems Theory — Wicked problems theory refers to a
concept in problem-solving and planning that addresses complex and
ill-defined issues, often referred to as "wicked problems." The term
"wicked problems" was introduced by design theorists Horst Rittel and
Melvin Webber in the 1970s to describe challenges that are particularly
difficult to solve due to their inherent complexity, ambiguity, and the
interconnectedness of multiple factors. Wicked problems are different
from "tame problems," which are more straightforward and
well-defined (Rittel & Weber, 1973). In the context of Social Innovation,
Wicked problems theory is applied to complex social problems not
addressed by existing market offerings or government services. It
necessitates broad discourse and synthesis to formulate shared
definitions and objectives among stakeholders (Charalabidis et al.,
2014).

Diffusion of Innovation Theory - The Diffusion of Innovation Theory,
proposed by sociologist Everett Rogers in 1962, seeks to explain how
new ideas, innovations, products, or technologies spread through a
social system or community over time. This theory identifies key factors
influencing the adoption and diffusion process and categorises
individuals into different adopter categories based on their willingness
to try new innovations. ‘Innovators’, the first individuals to adopt an
innovation, are typically risk-takers, eager to try new things. ‘Early
Adopters’ are individuals who adopt innovations early in the process but
are more deliberate in their decision-making compared to innovators.
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‘Laggards’ are the last individuals to adopt an innovation. They are
generally resistant to change and may adopt only when the innovation
becomes a social norm or necessity. The theory is widely used in fields
such as marketing, communication, technology adoption, and public
health. The theory outlines the characteristics of an innovation that
determine its degrees of adoption, such as relative advantage,
compatibility, complexity, trialability, and observability (Rogers., 2003). In
the context of Social Innovation, the diffusion of innovation theory is
applied to assess the potential of innovative ideas or practices to spread
within society, considering factors like compatibility with existing values,
complexity, and observability to foster the adoption of constructive
societal changes (Charalabidis et al., 2014).

e Citizens' movements - Citizens' movements, also known as social
movements or grassroots movements, are collective efforts by
individuals who come together to advocate for social, political,
environmental, or cultural change. These movements typically emerge
from the grassroots level, driven by ordinary citizens who share
common concerns, values, or goals. Citizens' movements play a crucial
role in shaping public discourse, influencing policy, and fostering social
transformation. Representing people's collective reaction to
government priorities, citizens’ movements can be a central accelerator
to social change. These changes can provide creative approaches and
corrective feedback to the process of social evolution, but can be
destructive if not properly integrated into society. In the context of
Social Innovation, citizen movements can be beneficial for integrating
environmental and social indicators of quality of life within traditional
economic indicators and advocating a more comprehensive
understanding of social progress and well-being (Aqdas et al.,, 2020;
Henderson, 1996).

e Systems Thinking - Systems thinking is a problem-solving and
decision-making approach that considers the holistic view of systems
and their interdependencies, using both qualitative and quantitative
tools. It encourages a holistic approach to understanding and
addressing complex challenges, examining the interconnections
between various parts of a system and recognising unintended
conseqguences of interventions (Ackoff, 1968; Booher, 2003; Norman and
Draper, 1986). Theoretical biologist Ludwig von Bertalanffy is often
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considered one of the early pioneers of general systems theory, a
precursor to systems thinking. In the 1950s, he developed the idea that
complex systems share common principles and that they can be
understood as wholes. Russell Ackoff (1919-2009) was a management
theorist and consultant who made significant contributions to systems
thinking, particularly in the field of operations research and
management science. He emphasised the importance of a holistic
approach to problem-solving and decision-making.

e Design Thinking - presents a problem-solving approach that focuses
on understanding the needs of end users, promoting teamwork, and
using creative problem-solving techniques originating from the design
field. Design thinking addresses the importance of empathy,
understanding, divergent and convergent thinking, and
problem-framing in developing new solutions. Design thinking has
been widely adopted in various industries and sectors, including
business, education, healthcare, and social innovation, as a means of
fostering innovation, addressing complex problems, and creating
solutions that resonate with the end-users. It is associated with
organisations like IDEO and the Stanford d.school, which have played
key roles in popularising and promoting design thinking
methodologies. However, critics raise various concerns about the
concept, its application, and its impact (Kolko, 2015, see link).

2.8 Impact assessment

Efforts to assess the impact of Social Innovation projects have led to the
development of various concepts and methodologies designed to measure
the effectiveness, return on investment and other broader societal impacts.

e Social Innovation Research - Social Innovation Research is the
systematic investigation and study of innovative solutions and practices
aimed at addressing social issues and improving societal wellbeing. It
involves examining novel ideas, strategies, and interventions that lead to
positive social change and the advancement of social goals. Jessop et
al., (2013) discusses the importance of developing methodologies that
can access societal dynamics, social transformation, and human
development resulting from social innovation. It touches on the
macro-social meaning of social innovation and the methodological
framework proposed for studying social innovation (Jessop et al., 2013).
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e Social Innovation Index 2016 - The Economist Intelligence Unit (EIU)
established the Social Innovation Index 2016 to assess the capacity of 45
countries to deliver social innovation, see link. The Index includes seven
guantitative data points and ten qualitative scores by EIU analysts,
grouped into four pillars, as follows: (i) Policy and Institutional
Framework (weight: 44.44%); (ii) Financing, including ease of getting
credit (weight: 22.22%); (iii) Entrepreneurship (weight: 15%); and (iv)
Society (weight: 18.33%), including culture of volunteerism and political
participation (Line & Hopfner 2016).

e Measuring the effectiveness of collaboration systems — The success
of a project can be influenced by variability in a wide range of factors
impacting it. Such variability arising from the heterogeneity of
participants, geographic diversity, and network position all reinforce the
long-lasting effect of the project. Effective cooperation structure
determines how effectively different stakeholders can collaborate and
innovate. This understanding underscores the need for diverse and
inclusive innovation ecosystems where different perspectives and
expertise are valued and leveraged (de Arroyabe et al, 2021). The impact
of Social Innovation projects can be measured by the adoption and
commercialisation of the developments (Johnson, 2008).

e The IMPACT Model - This model was developed from a review of
literature on inclusive growth, social innovation, and collaborative
leadership. It uses case studies of alumni of the Asian Institute of
Management's Bridging Leadership program to build frameworks for
understanding the role of Social Innovation in bridging societal divides
(Herrera, 2016). The study examines stakeholder engagement and
formalisation of such engagement. This is a qualitative analytical model
that identifies three categories of conditions (or variables) influencing
the lasting impact of Social Innovation projects: process, leader, and
situational variables (ibid.). It is based on the definitions presented by
Kania and Kramer (2011).

e Emotion-oriented involvement within the collaborative network -
Ferrada & Camarinha-Matos (2012) introduced an approach to develop
an emotions-oriented supervision system aimed at assisting in the
management of the participants’ interactions and the emotional
dynamics that affect the normal lifecycle of collaborative networks.
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Qualitative research on emotional engagement in the cooperative
network can help in the assessment of the sustainability of the network
(Ferrada & Camarinha-Matos, 2012).

e A 10-Point Scale for Evaluation — Online civic engagement platforms
accessed via desktops or mobile devices can provide new opportunities
for the public to express views and insights, consider the views of
others, assist in identifying innovative ideas and new approaches to
public policy issues, and directly engage with elected leaders. Existing
platforms vary widely in their approaches to: assessment, engagement,
ideation, evaluation, and deliberation. Nelimarkka et al. (2014) consider
three online platforms: the Living Voters Guide, including its earlier
iterations Consider.it and Reflect; the Open Town Hall; and the California
Report Card. Platforms are compared using the International
Association of Public Participation’s “Spectrum of Public Participation”
framework. Using a 10-point scale, the authors evaluate the user
interface of each platform in terms of how well it supports the
Spectrum'’s levels of civic engagement (inform, consult, involve,
collaborate, and empower). Results suggest how user interface design
affects civic engagement and suggest opportunities for future work on
the user interface of public participation platforms assesses how user
interface design affects civic engagement.

e Assessment of impact of public participation: Abelson & Gauvin, 2006
produced an extended report of methods and gaps in research
assessing the public participation levels and their impact. The report
presents three main approaches for evaluation of the level of goal
achievement: user-based (examining the goals of participants),
theory-based (driven by participation models) and "goal-free"
approaches (ibid).

e Assessment of Social Open Innovation success — With reference to
two study cases, Yun et al., (2019) emphasise the need to provide a
universal framework for evaluations of success of Social Open
Innovation initiatives.

e Return on investment analysis — Francesco Campanella and
colleagues highlight the importance of classifying firms with high
Return on Investment (ROI) in the context of the Quadruple Helix
model. This approach helps in determining the financial impact and
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innovation outcomes of collaborative projects using the classification
analysis method—referred to as “Classification and Regression Trees”
(Campanella et al,, 2017).

¢ Institutional and Structuration Theory and the Individualistic
Perspective - a methodology has been proposed for assessing
structure, process, input, and output in Quadruple Helix collaboration
(Cajaiba-Santana et al.,, 2014).

e Sustainable Development Goal (SDG) - 16 indicators or goals have
been defined by the United Nations and account for institutions' role in
sustainable development (Jandl, 2017).

e Effect Metrics for Innovation Projects - Hero et al (2022)
demonstrated a set of effect measurement scale variables discovered
through document analysis and focus group interviews (Hero et al,,
2022).

e Social Innovation Research - research discusses the importance of
developing methodologies that can access the societal, social, and
economic changes resulting from social innovation. The assessment of
impact is suggested in the discussions about the macro-social meaning
of social innovation and the challenges posed by the reductionist
interpretations of social innovation in policy discourse and business
practice. It provides insights into the complexities of assessing social
innovation initiatives' impact within broader societal and economic
contexts (Jessop et al., 2013).

2.9 Benefits of the Social Innovation concept / approach

The benefits of the Social Innovation concept primarily arise from the shift
from economy-based to community- and socially- based innovation and
development. The Quintuple Helix model adds the environment as a
constitutive factor of social responsibility. A lasting contribution to societal
improvements, including knowledge enhancements and efficient provision
of new goods and services, is a notable outcome of Social Innovation. It also
indirectly influences economic development by addressing societal
challenges such as poverty, ageing, social exclusion, and health, enhancing
overall well-being. As the innovation develops from different stakeholders'
perspectives, it has the potential to create long-lasting contributions and
impact (Herrera, 2016).
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Following the Triple, Quadruple, and Quintuple helix models, strategic
knowledge management, encompassing knowledge creation, transfer, and
application, significantly boosts the capability to innovate, thereby fostering
the creation of a Knowledge-Based Economy. This approach is critical in
achieving faster innovation and benefiting society at large.

Social Innovation strengthens capabilities through public-private
partnerships, mutual strategic benefit, and trust. It is crucial in bridging the
qualification gap for innovation, as cooperation between enterprises,
educational institutions, and other stakeholders aligns current qualifications
with real-world conditions.

2.10 Social Innovation — limitations and challenges

There are a number of limitations and challenges in relation to Social
Innovation as a concept, approach and set of methodologies. Despite its
potential, the concept of social innovation is not without limitations and
challenges:

e Scalability and Sustainability - One of the primary challenges of Social
Innovation is the difficulty of scaling solutions to have a broader impact.
Many Social Innovations are successful on a small scale but face
significant hurdles when trying to expand their reach or sustain their
efforts over time due to funding constraints, logistical challenges, or the
complexity of replicating localised solutions in different contexts.

e Measurement and Evaluation - Assessing the impact of Social
Innovations can be challenging due to the often qualitative, long-term,
and complex nature of social change. Traditional metrics and evaluation
frameworks may not capture the nuanced and multifaceted outcomes
of social innovations, making it difficult to demonstrate effectiveness,
secure funding, and guide improvements.

e Funding and Resource Constraints — Social Innovations often rely on
external funding sources, which can be highly competitive and
unstable. The dependence on grants, donations, or governmental
support can limit the development and implementation of initiatives,
especially when funders' priorities change or when economic
conditions are unfavourable.

e Institutional and Regulatory Barriers — Social Innovations may face
obstacles in the form of existing regulations, policies, and institutional
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inertia that resist change. Navigating bureaucratic hurdles and
influencing policy reform can be time-consuming and detract from the
primary goals of the innovation.

e Collaboration Challenges - Effective Social Innovation frequently
requires collaboration across sectors, disciplines, and communities.
However, differing priorities, values, languages, and working cultures
can hinder collaboration, making it challenging to form and maintain
productive partnerships.

e Ethical and Equity Concerns - There is a risk that social innovations
may inadvertently reinforce existing inequalities or create new forms of
exclusion. Ensuring that social innovations are inclusive, equitable, and
ethically sound requires ongoing attention to the diversity of
stakeholders and the potential unintended consequences of new
initiatives.

e Dependency and Disempowerment — There is a concern that certain
social innovations might lead to dependency of communities on
external solutions or organisations, potentially disempowering those
they aim to help by not building local capacities or fostering long-term,
sustainable changes from within the community.

e Complexity of Social Problems - Social problems are often deeply
rooted in complex, interrelated systems. Social innovations that address
symptoms rather than underlying causes may fail to bring about
significant or lasting change, highlighting the need for systemic
thinking and approaches.

The term "social innovation" can be seen as somewhat vague, largely
because it encompasses a wide range of activities, processes, and outcomes
aimed at addressing societal needs. This vagueness stems from several
factors:

e Broad Applicability — Social Innovation can address a wide range of
issues, including poverty, education, healthcare, environmental
sustainability, inequality, and more. The diversity of problem domains
makes the term cover a broad spectrum of activities and interventions.

e Varied approaches - Social Innovation can manifest in various forms,
including new programs, policies, technologies, business models,
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community initiatives, and cultural shifts. The term is not limited to a
specific method or sector, adding to its versatility.

¢ Interdisciplinary nature — Social Innovation often involves collaboration
across disciplines, bringing together insights from fields such as
business, technology, design, social sciences, and public policy. This
interdisciplinary nature contributes to the term's inclusivity and
adaptability.

e Context dependency - What constitutes social innovation can be
highly context-dependent. Solutions that work in one community or
cultural setting may not be directly applicable elsewhere. The local
context and the nature of the social challenge play a significant role in
defining social innovation.

¢ Inherent Subjectivity - The perception of what is innovative in the
social context can be subjective. Different stakeholders may have
diverse views on what qualifies as a novel and impactful solution to a
given social issue.

e Evolutionary Concept - Social innovation is an evolving concept that
adapts to changes in societal needs and values. As new challenges
emerge, the definition and understanding of social innovation may
expand to encompass innovative responses.

While the perceived vagueness allows social innovation to be a flexible and
adaptive concept, it can also lead to challenges in measurement, evaluation,
and communication. Critics argue that without clear boundaries, the term
may be used broadly, potentially diluting its impact or making it susceptible
to misuse.

2.11 Lack of practical tools to support collaboration

There is a lack of practical collaboration tools to facilitate effective
cooperation between the participants (state, business sector, academia, and
the community) during the early, advanced, and implementation stages of a
Social Innovation action. One fundamental critique involves challenging
traditional relationships without developing clear structures of cross-sector
cooperation, including civil cooperation structures (Penksa & Mason, 2003).
The collaborations between the sectors raise a need for new forms of
cooperation (e.g., multi-level community administration), which are yet to be
implemented (Ekengren, 2006).
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Few impactful models exist for the third (civil) sector involvement. It has
proved to be a bottleneck that impedes collaborative progress. Therefore, not
all social innovation initiatives involve community participation and active
engagement. The Quadruple Innovation Helix, which emphasises the role of
government, academia, industry, and civil society, highlights the lack of
well-developed tools that can engage the community in goal setting and
during the design of innovative solutions, might end up failing to achieve real
social impact that can serve communities (Fayard & Fathallah 2024). Yet, the
critique of the Triple Helix model revolves around its inability to answer the
actual needs of society, as the lack of community engagement created some
tensions that this model cannot address (Carayannis & Campbell 2012). Its
effectiveness in proposing innovative regional solutions was questioned
(McAdam & Debackere 2018).

2.12 Social Innovation conclusion

While the initiative to create cooperative relationships between various
sectors is commendable, it is fraught with challenges that need careful
navigation. The future of such collaborations will depend on the ability of the
diverse entities to work together harmoniously, respecting each other's
expertise and perspectives while upholding ethical standards and prioritising
the wellbeing and rights of individuals.
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3. Social Innovation in the
Security Field

Social Innovation collaborations in the security sector form knowledge
communities that transcend traditional organisational systems. These
collaborations foster the creation and sharing of both explicit and implicit
knowledge. Cross-sectoral collaborative models are instrumental in
developing practical, socially responsible strategies to combat crime and
terrorism and enhancing the public's perception of security. By merging
resources and expertise from various sectors, this approach aids in
developing innovative tools. Additionally, the research underscores the effort
to achieve integration at the European level, ensuring that solutions are
adaptable and implementable locally. Local collaborations bolster regional
innovation, aligning with the European innovation policy to choose security
measures attuned to regional needs.

Furthermore, research in security-related Social Innovation underscores the
importance of community involvement in devising solutions tailored to their
specific security, safety, and perception needs. This involvement is crucial to
ensure that the strategies developed are also socially acceptable and in
harmony with the values of the community.

Implementing the Social Innovation approach in the security field requires
rethinking current practices. This approach challenges the security sector's
dominant economic focus, often overshadowing public sector leadership. By
adopting Social Innovation as a guiding principle, there is potential to shift
the emphasis from economic to societal impacts and sustainability in
developing security solutions.

A comprehensive analysis of security Social Innovation highlights the
necessity for establishing trusted forums. These forums are envisioned as
collaborative platforms facilitating trust-building and knowledge exchange,
crucial for fostering innovation. This approach is aimed at addressing security
challenges, ultimately benefiting both the community and its members.
Research in the field of security Social Innovation reveals various strategies
for establishing strategic dialogue among stakeholders, as presented in Table
1. These approaches are designed to enhance communication and
coordination while providing effective knowledge-sharing mechanisms.

Funded by engage2innovate
H the European Union 36

www.e néaQeZinnovate,eu



Considering the limitations of hierarchical and traditional systems in security
solutions and policies, Social Innovation offers a possible answer, introducing
novel methodologies and processes. These aim to reconceptualise security
approaches and provide practical tools and tangible benefits for European
communities.
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Project
(publication)

Table 1. Comparison between Sl in security references

Key
characteristics

Summary

Sl element

Actions

Results and
findings

Suggestions

Strategic
Dialogue on
Serious Crime
and Terrorism in
the EU

Dorn & Levi, 2009

e Security dialog
e Trusted forum

e Shift of
ownership

Informal
interactions

Information
exchange

e Examines the

shifting roles
and leadership
dynamics
between the
public and
private sectors
in security
dialogue and
cooperation

e Analyses various

models for
structuring EU
forums for
strategic
dialogue

e Reflects on the

legal and ethical

Addressing
security
challenges
through
cooperation
between various
stakeholders

e To improve

strategic,
pan-European
security
dialogue

e To provide a

knowledge
exchange
platform, such
as a "trusted
forum"

e To conceptualise

security
cooperation as
private-public
rather than
public-private

e To address

Trusted Forum to
improve dialogue;
European
Security Research
and Innovation
Forum (ESRIF);
European
Organization for
Security (EOS)

Forums
establishment

e Shiftin
ownership

e Gap in private
sector
interlocutor

e Proposed
trusted forum
and ESRIF

e Establishment
of a "Trusted
Forum" and
strategic think
tank forum to
scan emerging
security
challenges and
risks for
terrorism and
crime

Outline the
criteria for
membership

Establishment
of "information
hub"

implications of dilemmas
these related to
partnerships informal
information
exchange
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Planning urban
Security (PLuS)

Davey &
Wootton, 2014

e Planning Urban
Security (PLuS):
developing
transferable
measures for
crime
prevention

e Discusses the
integration of
crime
prevention
within urban
design and
planning

Sl as addressing
complex societal
challenges
related to crime
and security

e To address the
challenges
associated with
implementing
crime
prevention
within urban

e Design Against
Crime initiative

e Design Against
Crime Solution
Centre

Security
Partnership in

e Establishment
of the Design
Against Crime
Solution Centre
at the University
of Salford in
partnership with

e Embedding
crime
prevention
within urban
planning

e Design Against
Crime

e Embedding
crime
Prevention in
Design
Education and
Practice

Establishing

www.engage2innovate.eu

through urban e Highlights the environments Urban Greater demonstrates Solution Centres
planning and Crime by introducing Development Manchester the value of o Adapting Crime
design Prevention the Crime (SIPA) Police (GMP) adopting a Prevention
processes Capability Preven.t.ion e Greater e Crime design-led Through
e Explored Maturity Model Capability Manchester prevention approach to Environmental
transferability of (CPCMM) Maturity Model Police Design services are security Design (CPTED)
best practices e Examines the (CPCMM) for Security delivered by e Promoting and Situational
e Shifting from role of design in e Toimprove Consultancy GMP's designers to Crime
reactive crime crime security by Service Architectural consider crime Prevention (SCP)
reduction to prevention embedding Liaison Unit to prevention e Implementing
proactive crime | o presents a crime planners and within the Accreditation
prevention design-led, pr.evgntion archi'tect's design process Schemes and
e Led by the State proactive vv|th|n. urban working in e |llustrates Consultancy
CID in Lower approach to plar.mmg and Greater capability levels Services
Saxony in crime design Manchester within the
Germany prevention, processes e Application of CPCMM
contrasting it CPCMM in the o Addresses the
with reactive State CID of challenges of
methods. Lower Saxony, transferring
Germany practices across
different
contexts
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Designing
Safer Urban
Spaces
(DESURBS)

Turner et al,,
2014

e Emphasis on
urban safety

e Collaboration
and end-user
involvement

e Design thinking
methodology

e Product
development
progress

e Security product
in a systems

e Innovative
technologies

e Holistic narrative
for safety
challenges

e Focuses on the
development of
new security
products for
urban
environments

Incorporates
design to
improve safety in
public spaces

Details the
design process,
product
development,
and end-user
field research

Includes case
studies and
discussions on
two security
products
designed for
urban spaces,
emphasising
their
applicability and
effectiveness in
different
scenarios

Involving the
community in
enhancing the
quality and safety
of their
environment
(CitiZzen cellular
application)
Democratisation of
public sphere
discourse

TASKit maximises
strengths and
value for end-users
Shift towards an
inclusive and
engaged approach
to address security
challenges within
urban spaces
Identification of
unmet needs in
various fields of city
security
Democratisation of
public sphere
discourse and
urban users'

Shift towards an
inclusive and
engaged approach
to address security
challenges within
urban spaces

e Addressing the
impact of Eyes,
Skin, and Neck
concepts

e Development of
urban resilience
tools such as the
CitiZen based on
community of
active users

Identifying and
addressing
vulnerable urban
spaces

Establishing an
informative
emergency
infrastructure

Integrating
design processes
in addressing
security
challenges

e TASKit — The All
Situation crowd
control Kit
(includes
direction
balloon, CCTV
and GPS
applications,
barriers, urban
connectivity,
checkpoints, site
management
policy)

e Urban Design
Security Index
mapping tool

e CitiZen Cellular
Application for
users reports

e Development of
design concept
of TASKIit, "The
All Situation
crowd control
Kit"

e Development of
a design concept
for the CitiZen
cellular
application

e Conceptual
development of
directive barriers

e Conceptual
development of
the balloon

Developing novel
approaches for
designing security
products (e.g.,
product systems)

Urban 'Onion
Metaphor!

End-User Field
Research Models
that facilitate
understanding of
the social, cultural,
and pragmatic
dimensions of
urban resilience

Product
Development
Process that allows
co-design with
end-users,
implemented
within the master's
program at Bezalel

Urban Design
Security Index
mapping the
optimal location
for the deployment
of security
products

Utilisation of
User Oriented
Design, Peirce
semiotics model
application, and
Double loop
strategy in
security
innovation

Shift from
products to
product systems

Product
Development
Process
emphasising
co-creation and
phases
("ploughing,"
"sowing,"
"sprouting," and
"budding")

Utilisation of
"Urban 'Onion
Metaphor' for
different 'layers'
of security
systems and
artefacts
working
together on
different levels to
achieve greatest
impact.

Funded by

the European Union

40

en 90992 innovate

Say hi!
info@engageZinnovate.eu
www.engagez2innovate.eu



£,

Design Against
Crime

Davey and
Wootton, 2017a

e Situational
Approach

e Environmental
Design
Principles

e Design-Led
Crime
Prevention

e Collaborative
Approach

e Architectural
Liaison Service

e Engagement of
Young People

CPTED initiative
aims to embed
crime prevention
within design
practice,
demonstrating
the value of a
design-led
approach to
improving
security for
everyday urban
environments,
reducing
opportunities for
crime, and
contributing to
perceptions of
safety and
security for

CPTED involves
several
stakeholders and
community
engagement

e To demonstrate
a
human-centred
design approach
for safety and
security

e To emphasise
the integration of
crime prevention
measures into
design solutions

e Provide an
understanding of
crime-related
considerations

e To apply creative
design thinking,
problem-solving,
and innovation

e Crime Reduction
Toolkits

e European
Standard for The
Prevention of
Crime guidelines

o A&E toolkit

e "Youth Design
Against Crime"
(YDAC)
programme
focusing on the
transformative
nature of the
design process

e Reducing
violence in
hospital accident
and emergency
(A&E)
departments led
by professional
designers

e Preventing
handbag theft in
bars and cafés

e Insights
regarding the
impact of design
on crime levels,
user behaviour,
and crime
hotspots

e Highlights urban
and product
design's role in
impacting crime
vulnerability

e |dentification of
"crime hotspots"

To embrace
engagement
and
empowerment
tools in the
process of
generating
design solutions
Toinclude a
holistic design
research process
Designers should
consider the
crime
vulnerability of
designs and
locations
Designers should
integrate safety

individuals within to crime and led by and security
that environment security postgraduate issues
design students throughout the
design process
engugemnnouate
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Knowledge
Creation in
Cross-Border
and
Cross-Sectora
|
Collaboration
s

Norvanto, 2017

e Exploratory case
study approach

Exploration of
practices and
community
identity artefacts
in a natural
context

Utilisation of
qualitative
content analysis
across multiple
cases to uncover
the practices of
social interaction
and community
identity artefacts
in EU R&I project
consortiums

Data collected
from four study
cases

e Knowledge
creation and
management
strategies
discussed

e Focuses on
knowledge
creation within
EU Security
Research and
Innovation (R&l)
projects,
considering
them as
communities of
practice (CoP)

Uses multiple
case study
designs to
analyse these
projects through
Wenger's
framework
(domain,
community,
practice)

Explores how
explicit and tacit
knowledge is
created and
shared within
project
consortiums and
across different
consortiums

e Emphasising the
role of
engagement,
socialisation, and
identity
development in
knowledge
creation

Highlights the
unique nature of
consortiums as
knowledge
communities,
distinct from
traditional
project
organisations

e To explore how
knowledge
creation in EU
externally
funded security
Research and
Innovation (R&l)
projects can be
understood
through the
concept of a
community of
practice (CoP)
To contribute to
the
understanding
of knowledge
creation in
multidisciplinary
project teams
Understand the
implications of
knowledge
transfers among
consortia
projects

To offer new
insights into the
knowledge
creation in
cross-border and
cross-sectoral
collaborations

e Consortium
establishment
tools
(negotiation
processes, joint
enterprise, and
the formation of
a collective
identity)

e Shares
knowledge
creation and
management

e Development of
an innovative
base curriculum

e Use of
collaborative
working areas,
databases, and
e-learning tools
in the project
execution phase

e |[ECEU, CGAP,
EU_CISE_2020,
and MARISA
consortiums
analysis

EU Funded R&I
projects represent
unique forms of
knowledge
communities

EU R&l is
highlighted as an
effective platform
for facilitating
knowledge
creation, enabling
individuals from
different
organisations to
share information
and tacit
knowledge through
regular interactions

Participation in EU
R&l projects
enables consortium
members to access
new professional
communities and
facilitates
knowledge sharing
Highlights the
significance of
face-to-face
meetings in
building
relationships, trust,
information
sharing, and
knowledge creation

e To facilitate the
Community of
Practice (CoP)
concept

To facilitate
face-to-face
meetings for
relationship and
trust-building,
information, and
knowledge
sharing among
consortium
partners

To enhance the
potential for
knowledge
creation through
R&l collaborative
projects
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€2

IMPACT

Marret et
al., 2017

e Present results,
outputs, and
lessons
learned from
the IMPACT
Europe project

e Present a
practical
evaluation
toolkit for
evaluating
programs and
interventions
for CVE

e Address toolkit
adaptability

e Focuses on
assessing
counter-violen
t-radicalization
techniques

e Presenting the
project's
results, lessons
learned, and a
toolkit for
evaluating the
prevention of
violent
extremism
(CVE)

e Discusses the
relevance of
social and
positive
alternatives for
the evaluation
of violent
extremism and
radicalization
interventions:
educational
and mentoring
activities,
identification
of strategic
communi-
cations, and
use of counter-
narratives

e Emphasises
the necessity
of robust and
standard
methodologies
for evaluating
CVE programs

e Addresses
challenges and
solutions
related to the
development
and
implementatio
n of the toolkit
programs
aimed at CVE

o IMPACT
Europe toolkit
prototype for
improving
evaluations in
the field of CVE

e Training
course and a
toolkit manual

e Development
of evaluation
toolkit

e Implementing
scenario
planning
methodology

e Focus on
first-line
practitioners

e User-friendly
toolkit based
on end-user
feedback to
improve user-
friendliness

e Manual and
training course

e Refinement and

stress-testing of
the toolkit
through the
evaluation and
synthesis of
results from pilot
studies and the
project as a
whole, aiming to
evaluate its
potential future
adaptability

e End-users were

involved in
checking and
providing
feedback on the
toolkit's
refinement to
establish whether
these have
improved its
user-friendliness
and usability

e Practical actions

taken in response
to the recom-
mendations
provided

e Using the toolkit
to facilitate the
selection and
implementation
of evidence-
based response
measures and
contribute to
the design of
better policy
programs and
interventions

e Presents
recommendatio
ns for further
developing and
implementing
the innovative
evaluation
toolkit and
emphasises its
robust and
quasi-
standardised
mode of
measuring
effectiveness
and evaluating
programmes
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INNOS e Triple Helix e Discusses the e Social e To analyse the e Triple-helix ¢ INNOS pilot |e Discussion e Advocates for more
Easton, Collaboration triple helix Innovation as a triple-helix collaboration project regarding comparative
2019 e Evolution model of crucial collaboration model various aspects | international research
from State collaboration component in model as a means of the to gain insights into
Model to between the to stimulate triple-helix the added value of
Triple-Helix industry, advancement innovation and collaboration triple-helix
Model government, of technology technology in the model: collaborations for
S BEFEREE and and security field of safety and creation, stimulating
e knowledge e Triple Helix security objectives, innovation and
I EvE e institutes while | collaboration e To underscore the ambition, technology in the
Projects emphasising e Open significance of the methodology, field of security,
o Focus on this model as a VAL G 25 2 evolution from a parthers, !ncludmg factors
ET—— 1Ehethod to necessary st.ate moqe| toa Lunc.lmg, | |dnﬂuTncmg thellr -
Trallnees _oster _ N g o triple-helix model arriers, an evelopment globally
innovation and the triple-helix and the paradigm logic used by e Suggest stimulating
technology in el of open the innovation in
safety and innovation governmentas | technology and
security s e et G e one of the security through the
sectors dynamics of the participants triple-helix model
triple-helix e To encourage the
collaboration development of
e To provide an demand-driven
assessment of the innovation projects
triple-helix e To facilitate the
cooperation in the exchange of
Belgian context knowledge through
seminars and
workshops
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Funded by Say hit

the European Union

44

info@engageinnovate.eu
www.engage2innovate.eu



ADDER

Keith,
2021

e Comprehensive
strategy

e Multi-agency
approach

e Focus on
societal benefit

e Financial
investment

e Long-term
approach

e Targeted
interventions

e Outlines a

comprehensiv
e strategy by
the UK
government to
combat illegal
drug use and
its associated
social and
criminal
impacts

Presents a
10-year plan
focusing on
breaking drug
supply chains
and delivering
recovery
systems

e Emphasises a

multi-agency
approach

e Innovation
fund and
research
projects

e Testing and
learning
drug use
reduction

e Addressing
drug-related
challenges
through
innovative
endeavours

e Focuses on
society's
benefit

Encompass
comprehensive
approach to
combating illegal
drugs

To deliver
wide-ranging
societal benefits
Tackling
drug-related
crime reduction
method

To ensure
accountability
and progress
monitoring
through national
and local
outcomes
frameworks
Tngage in strong
partnerships
across the
government and
local levels
Focus on better
outcomes for
citizens and
neighbourhoods

e Collaboration
frameworks

e Break the
supply chain
plan

e Dame Carol
Black's review

e Secure Stairs

e Individual
Placement
and Support
(IPS)

e National
outcomes
framework

e Local
outcomes
frameworks

e Systems map

e Mapping of
"complex
needs"
authorities

e ADDER
initiative
e Operation
Mercury
e Behaviour
change
initiative

e Secure
Stairs

e Individual
Placement
and
Support
(IPS)

e White
Paper

Requirement for a
comprehensive plan
combining interventions,
enforcement actions,
and support service

The need for an
integrated approach
(including rapid
expansion of drug
testing on arrest, tough
consequences schemes,
and targeted behaviour
change initiatives)
Implementation of a
framework for integrated
care (Secure Stairs)

The proposal to publish a
White Paper introducing
measures to reduce
demand

The recognition of the
unique needs of children
and young offenders in
the justice system

The need for the
development of an
evidence- based
database

e Multi-agency

partnership
and leadership

e Data sharing

and joint
analysis

e Maturing

existing
partnerships

e National and

local outcomes
framework

e Focus on

young
offenders and
vulnerable
individuals

e Cross-

government
collaboration
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€2

Cutting
Crime
Impact
(ccn

Wootton
etal,
2023

e Integrating
human-
centred
design
principles
into security

e Predictive
policing
approach

e Problem
reframing

e End-user
research

e Solution
design and
prototyping
development
process

Examines the
role of human-
centred design
in enhancing
technological
solutions for
security, with a
focus on
predictive
policing
Critiques
technology-dri
ven
approaches
Highlights the
benefits of
considering
human roles,

e Social
Innovation
described in
the context
of socially
responsible
design,
end-user
research,
and
collaborative
efforts in the
field of
security

e To address the
challenges and
opportunities
associated with
the development
and
implementation
of predictive
policing tools
within the
context of the
Cutting Crime
Impact (CCl)
project,
specifically
focusing on the
work carried out
by the LKA in
Lower Saxony

The PATROL
Tool

SKALA to
predict the
probable risk
of offences in
districts
KLB-operativ
integrates
crime-related
data from
police
sources and
socio-
economic
data

KrimPro was
developed to

e Implementation
of PATROL tool

e The
implementation
of SKALA,
KLB-operativ,
KrimPro

e Problem
exploration and
reframing
facilitation
through the
DesignlLab
collaborative
ideation event

Solution Design
and Prototyping
resulted in a
practical solution
suited to the
problem context
PATROL Tool
facilitates the
communication
of valuable data,

To employ a
human-centred
design approach to
reveal practical
problems in the
predictive policing
To emphasise the
systematic inclusion
of information
lacking existing
predictive policing
systems through
the PATROL tool

To offer practical
strategies to
enhance
decision-making
processes for police

values, and predict information, and officers with
e Technology- e Adopti £ .
- responsibilities ¢ Adoption o crimes based experience to PATROL tool
led to socially . . h tred . )
; in the design uman-centre on police police officers e To reframe the
responsible s h .
selieing process esign approac i e oroblem from a
e Discusses e Reframing the infrastructure, operations and technology-centred
predictive problem demographic patrol service focus on the
policing statement from data e Successful predictive policing
a technology- implementation system to a human-
driven focus to a of a human- centred focus on
human-centred centred design police patrolling
focus approach to e To conduct
develop a end-user research
practical solution
GHQOEEZIHHOUQte
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Innovative
approaches
to Urban
Security
(IcARUS)

Davey et al.,
2023

e Novelty (in
process and
outcome)

e Effective
addressing of
social
problems

e Empower-
ment

e Collaboration

e Engagement

e Design
thinking as a
practical
approach

e To develop
tools
tailored to
the specific
needs and
contexts of
Six cities'
law
enforceme
nt agencies
and local
security
practitioner
sto
address
security
challenges
in their
respective
urban
environme
nts using a
social
innovation
approach

e Provides
an
extensive
report of
social

innovation:

timeline,
advocates,
theories

e Lists
aspects of
social
innovation

e Developing
practical tools
for social
innovation

e Collaboratively
deliberating,
co-producing,
and
implementing
interventions

Sharing
knowledge,
expertise, and
resources to
develop
evidence-
based
intervention
strategies

e Utilising a
digital
dashboard for
informed
decision-
making

Fostering an
inclusive,
data-driven
approach to
improve urban
security

e Stuttgart Tool: mobile
performance/worksho
p aimed at increasing
young people's
resilience

e Turin Tool: to support
collaborative
decision-making to
enable
evidence-based
interventions

e Lisbon Tool: providing
a design-oriented
approach to engage
young people in
community safety

e Nice Tool: Ask for
Angela campaign to
keep individuals safe
from sexual assault

e Rotterdam Tool: The
Spaanse Polder Café
event involving
collaborative forums
to address safety and
security issues

e Riga Tool: web
application to support
an evidence-based
approach to policing
tactics

e Workshops,
design thinking
sessions, and
stakeholder
engagement
events
Development
and
implementation
of tools tailored
to address
specific urban
security
challenges
Definition,
prototyping, and
adaptation of
the tools

Use of a
human-centred
design tool
development
process

Need for in-depth
research and
supplementary
action to define
better the
problem context,
design
requirements,
and constraints in
various cities

Demonstration of
the impact of the
tools on urban
security

Identification of
limitations in the
design thinking
approach
Involvement of
different
consortium
partners to
support tool
development

e Use ofa
human-
centred design
inthe
development
process
In-depth
research and
collaborative
actions to
define the
problem
context, design
requirements,
and
constraints in
various cities

Cross-sector
cooperation
and
knowledge
acquisition

[terative
development
of solutions

Design
approach
adaptation
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4. Responsible Research and
Innovation in Security
Research (RRI)

4.1 Defining Responsible Research and Innovation

Responsible Research and Innovation (RRI) is attracting growing scientific
and political interest, as it proposes a governance approach that aims to
align research and innovation with society by considering its needs, values
and expectations, and by anticipating and evaluating the potential
implications of research and innovation, particularly within the European
context (European Commission, 2014). There are many definitions of RRI, the
concept is in ongoing development (Schuijff & Dijkstra, 2020). Due to its
evolving nature, RRI lacks a universally accepted definition and a clear
roadmap for implementation and operationalization.

It is generally agreed that RRI fosters transparent, collaborative research
ensuring the sustainability, desirability, and societal acceptance of innovation
outcomes (Klimburg-Witjes & Huettenrauch, 2021). At its core, RRI within EU
security research embodies a proactive approach that integrates ethical,
social, and environmental dimensions into the research and innovation
process, aiming to enhance the alignment between technological
advancements and societal needs while minimising potential risks and
adverse consequences.

One of the earliest (and most cited) uses of the term "Responsible Research
and Innovation" in the context of security research has been attributed to
René von Schomberg (European Commission, DG Research, Ethics and
Governance), as part of the 7th Framework:

“Responsible Research and Innovation is a transparent, interactive
process by which societal actors and innovators become mutually
responsive to each other with a view on the (ethical) acceptability,
sustainability and societal desirability of the innovation process and its
marketable products (in order to allow a proper embedding of scientific
and technological advances in our society).”

von Schomberg, 2011, 9
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Notable is von Schomberg referring to research and innovation processes
and the marketable products that they may produce: he separates the
process dimension and product dimension (von Schomberg, 2011; Schuijff &
Dijkstra, 2020). According to von Schomberg the process dimension should
reflect a ‘deliberative democracy’ and the products of research and
innovation should reflect normative anchor points: be ethically acceptable,
sustainable and socially desirable (ibid). Essentially he suggests incorporating
normative principles into the design of technology.

Stilgoe et al. offer a broader definition, based on the prospective notion of
responsibility:
“Responsible innovation means taking care of the future through
collective stewardship of science and innovation in the present.”
Stilgoe et al., 2013,1570

Following this definition, the approach to RRI involves four dimensions:
anticipation, reflexivity?, inclusion and responsiveness. This means that the
expected impacts (both benefits and risks, intended and unintended) should
be assessed prior to the R&l activities, as well as reflecting on research and
innovation processes, activities and assumptions. Inclusion refers to involving
the stakeholders and the public in R&I, to which the R&I should respond by
developing “a capacity to change shape or direction in response to
stakeholder and public values and changing circumstances” (Stilgoe et al.
2013,1572).

Stahl (2013) emphasises that RRI consists of actors, activities and norms. and
suggests the following definition:

"RRI is a higher-level responsibility or meta-responsibility that aims to

shape, maintain, develop, coordinate and align existing and novel

research and innovation-related processes, actors and responsibilities
with a view to ensuring desirable and acceptable research outcomes."

Stahl 2013: 5

The activities, actors and foundations Stahl refers to, in many cases predate
the term RRI (2013), and are not referenced in previous definitions.

3 Reflexivity, at the institutional level, means holding a mirror up to one's own activities,
commitments and assumptions, being aware of the limits of knowledge and being mindful
that a particular framing of an issue may not be universally held (Stilgoe et al.,, 2013, 1571).
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Finally, the fourth definition of RRI is used by the European Commission, and
cited in D1.1 E2i Glossary of Terms:
“Responsible research and innovation is an approach that anticipates
and assesses potential implications and societal expectations with
regard to research and innovation with the aim to foster the design of
inclusive and sustainable research and innovation. [...] Responsible
Research and Innovation (RRI) implies that societal actors (researchers,
citizens, policy makers, business, third sector organisations, etc.) work
together during the whole research and innovation process in order to
better align both the process and its outcomes with the values, needs

and expectations of society”.
2018, in Schuijff & Dijkstra, 2020, 535

In their definition of RRI, the European Commission (2018, in Schuijff &
Dijkstra, 2020) stated that there are five characteristics or keys of RRI which
make RRI tangible: public engagement, open access, gender, ethics, and
science education. Governance of the entire process constitutes a sixth
dimension, or key, that serves to integrate the other five.

Governance refers to practices that an organisation has in place in order to
foster and promote responsible research and innovation. For instance, this
could be:

e Having transparent and reflective internal procedures
e Promoting participatory governance

e Fostering stakeholder engagement exercises

e Encouraging future-oriented governance

e Valuing responsiveness

These approaches highlight the importance of including stakeholders in RRI,
and the importance of the active role of researchers in reflecting on and
shaping the direction of their research. Stakeholders engaged in RRI can
include individual researchers, research organisations (both publicly and
privately funded), research ethics committees, users, civil society
representatives, policy-makers at different levels, professional and industrial
bodies, legislators, and educational organisations (such as schools and
universities) (von Schomberg, 2011).
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This notion of RRI as a higher-level responsibility is gaining growing
relevance in the security field, with privacy as a key concern and at the centre
of the discussion (de Jong et al.,, 2017; Klimburg-Witjes & Huettenrauch, 2027,
Stahl, 2013; von Schomberg, 2011). It has been suggested that RRI draws from
a rich tapestry of ethical theories, including the principles of research ethics
and moral values inherent in science and research (Stahl, 2013). Notably, RRI
navigates a range of normative foundations® to identify principles for
evaluating the desirability and acceptability level of research and innovation
(Stahl, 2013).

As has previously been established, according to Stahl, RRI embodies
'meta-responsibility’, aligning research and innovation processes. The RRI
approach emphasises the importance of involving diverse actors or
stakeholders, including industry, researchers, research funders, civil society,
and policy-makers, to guarantee meaningful societal impact.

RRI also addresses numerous ways of assessing research and innovation
projects, such as risk assessment, impact assessment, technology
assessment, and foresight activities (von Schomberg, 2011). RRI moves
beyond the traditional researcher and expert-centred view of research and
innovation, drawing on a large array of possible activities considering
deliberative democracy (Klimburg-Witjes & Huettenrauch, 2021). This means
that RRI involves engaging diverse stakeholders in decision-making
processes related to research and innovation, promoting inclusive dialogue
and participation to address societal concerns and values.

RRI is described as a science policy concept, which focuses on aligning the
purposes and values between the different stakeholders, such as scientists
and the pubilic, by inclusive deliberation (de Jong et al., 2017). This process is
essential to uncover the range of relevant values to be incorporated into
responsible development and subsequent embedding or implementation of
emerging technologies (ibid).

“ Normative foundations refer to the ethical, philosophical, or theoretical principles upon
which norms, rules, or standards are established. In various fields such as ethics, law, politics,
and social sciences, normative foundations provide the basis for evaluating and guiding
human behaviour, decision-making, and societal organisation. These foundations often
reflect values, beliefs, and principles that shape how individuals and societies perceive right
and wrong, justice, fairness, and moral obligations.
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4.2 Key Characteristics

As with the definition of RRI, there is no clear consensus regarding the key
characteristics of RRI. However, as we have explored the evolution of
definitions in the previous section, we do see patterns and overlap in the
characteristics and key factors considered to be integral to the process and
outcomes of RRI. In Table 2 is a list of characteristics of RRI drawn from the
literature, highlighting how they link to the 6 keys of RRI practices according
to the European Commission.

Based on the literature, it's evident that Responsible Research and
Innovation (RRI) is rooted in normative principles. Given its proposed use in
diverse contexts, there's a search for normative anchor points to define
responsibility. Several proposals include:

1. Von Schomberg (2011) advocates leveraging the Treaties of the
European Union, outlining five anchor points: 1. promoting scientific
and technological advances, 2. promoting social justice and equality
and fundamental rights, 3. quality of life, health and environmental
protection, 4. sustainable development, and 5. a competitive social
market economy.

2. Stahl (2013) presents alternative normative anchor points: 1. human
rights (UN) and 2. the longstanding discourse on philosophical ethics,
encompassing virtue ethics, deontology, feminist ethics, and the
capability approach.

However, von Schomberg's list faces challenges: it is focussed on (western)
Europe, some elements remain vague, open to interpretation and potentially
contradictory (e.g. sustainable development, social justice and technological
advance). Therefore, RRI discourse may need to draw from broader
philosophical ethics discussions (Stahl, 2013). Resolving tensions between
proposed categories, like technological advancement and social justice, is
crucial. Ultimately, the implementation of RRI depends on collective efforts
to interpret and apply these concepts effectively.
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Table 2. Key Characteristics of Responsible Research & Innovation

Key Characteristic

Description

Link to European Commission
6 characteristics or keys of RRI°

RRI Meets societal needs The products of RRI should be socially desirable (von Schomberg, 2011) Public Engagement
Outcome The needs, values and expectations should be considered to ensure the Governance
sustainability, desirability, and societal acceptance of innovation outcomes
(Klimburg-Witjes & Huettenrauch, 2021).
Ethical The products of RRI should be ethically acceptable, sustainable and socially Ethics
desirable (von Schomberg,. 2011). Governance
RRI Transparency and RRI is guided by principles of governance, with democracy playing a central role | Open Access
Process Accountability in shaping RRI practices, emphasising transparency and broad accountability, as | Ethics
well as public engagement and grand challenges (Stahl, 2013). ey .
Ensure transparency in RRI. Transparency and accountability emphasise Carder

democratic ethics and promote openness of security practices (OSCE, 2014, Peak
& Glensor, 1999, RAN, 2019; Sharabi & Litmanovich, 2023; Uhlmann, 2015).

Links to reflexivity (holding a mirror up to one's own activities and assumptions)
(Stilgoe et al., 2013)

Science Education (culture
change)

5 Five characteristics or keys of RRI which make RRI tangible: public engagement, open access, gender, ethics, and science education. Governance of
the entire process constitutes a sixth dimension, or key, that serves to integrate the other five (European Commission, 2018, in Schuijff & Dijkstra,

2020).
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RRI
Process

Anticipation

RRI “anticipates and assesses potential implications-and societal expectations
with regard to research and innovation” (European Commission, 2018, in Schuijff
& Dijkstra, 2020, 535)

The expected impacts (both benefits and risks, intended and unintended)
should be assessed prior to the R&l activities (Stilgoe et al., 2013).

Anticipating and evaluating the potential implications of research and
innovation, particularly within the European context (European Commission,
2014).

Governance
Gender

Public engagement

Reflexivity

Clear identification of limitations. Reflecting on research and innovation
processes, activities and assumptions (Stilgoe et al., 2013)

Emphasising the need to consider various future scenarios actively and critically
reflect on the ethical and societal responsibilities inherent in research and
innovation (de Jong et al., 2017)

Open Access
Governance

Responsiveness

RRI is characterised by reflexivity, inclusion, and responsiveness (Klimburg-Witjes
& Huettenrauch, 2021). Responsiveness is crucial in adapting the development
trajectory to avoid undesired consequences and ensure ethical research and
innovation practices (de Jong et al., 2017). Responsiveness is the ability to
change after internal reflections and external feedback. Actively seeking
feedback. Capacity to change shape or direction in response to stakeholder and
public values and changing circumstances (Stilgoe et al., 2013)

RRI is also characterised by proactive engagement and inclusion of diverse
stakeholder groups, ensuring that all relevant perspectives and concerns are
considered. These dimensions are interrelated, creating synergies and tensions
within the responsible research and innovation processes.

Public engagement

Governance
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RRI
Process

Equality, Diversity and
Inclusivity

Involving diverse actors or stakeholders, including industry, researchers, research
funders, civil society, and policy-makers, will guarantee meaningful societal
impact (von Schomberg, 2011) It ensures the outcomes of RRI meet the needs of
society or are socially desirable.

Collaboration, end-user engagement, citizen engagement.

This also entails ensuring a representative sample of society when engaging
with end-users and citizens.

RRI emphasises an inclusive approach, which goes beyond the traditional
research-centric view. This approach includes early (upstream) engagement and
midstream and downstream activities. It also includes measures that contribute
to building trust throughout the process, benefiting the handling of similar
issues in the future (von Schomberg, 2011).

Engaging with the commmunity promotes accountability, as it allows for the
monitoring and evaluation of project impacts by those directly affected (OSCE,
2014, Peak & Glensor, 1999, RAN, 2019; Sharabi & Litmmanovich, 2023; Uhlmann,
2015).

Public Engagement
Gender

Governance
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4.3 Aims

RRI emphasises the importance of addressing fundamental values and
societal needs by aligning research and innovation with normative anchor
points such as ethical acceptability and sustainability, aiming to protect the
environment and society. In security, methods such as technology
assessment, privacy impact assessment, and technology foresight are used
to achieve RRI aims (von Schomberg, 2011).

The aims of RRI in the security field include:

e Enhancing inclusive deliberation is crucial in the early stages of
technology development, fostering a broad spectrum of perspectives.
This approach enables timely societal intervention within the research
and innovation process, mitigating the risk of technologies failing to be
implemented or integrated into society. Additionally, it ensures
proactive monitoring of potential impacts, both positive and negative,
at an earlier juncture (de Jong et al., 2017, von Schomberg, 2011).

e |dentify relevant societal needs and values to consider in technology
development and subsequent implementation phases (de Jong et al.,
2017).

e Integration of privacy into research and innovation activities, notably
through the idea of privacy by design and specific methodologies like
privacy impact assessment and ethics impact assessment (Stahl, 2013).

e Improve the conditions for responsibility distribution among the
stakeholders through technology foresight, value-sensitive design®, and
methodologies from constructive technology assessment” (Stahl, 2013).

e Developing and enforcing legislation and regulations to address privacy
and other RRI issues (Stahl, 2013). Recognizing privacy as a human right,

® This approach emphasises the importance of considering ethical and moral values
throughout the design process of technology. It ensures that the resulting technology aligns
with societal values and norms, thus influencing how responsibilities are assigned and
distributed (Stahl, 2013).

7 Constructive technology assessment refers to methodologies used to assess and evaluate
the societal implications of technology in a proactive and participatory manner. By
employing these methodologies, stakeholders can collaboratively assess the potential
impacts of technology on responsibility distribution and take appropriate actions to address
any concerns or issues (Stahl, 2013).
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and actively aiming to regulate contested technology-related issues
(ibid).

e Prevention of early closure (premature alignment on problem
statements and purposes between different stakeholders, potentially
reducing the possibilities for open dialogue between stakeholders).
Early closure can occur while dealing with taboo subjects or in the
presence of influential stakeholders. Early closure can be prevented by
identifying its signs and initiating critical reflection to avoid the
foreclosure of ongoing reflexive deliberation (de Jong et al., 2017). It is
important to keep communication channels open throughout the
research and innovation process, and broaden the conversation on
problem statements and the potential solutions.

e Adaptation of the framework to the needs of the security field by
addressing the specific requirements for projects on security-sensitive
issues (Klimburg-Witjes & Huettenrauch, 2021).

e Fostering an open process of security research and innovation while
addressing security-sensitive aspects, such as child safety and detecting
potential perpetrators. The tension between the openness required by
the RRI framework and secrecy practices has also been mentioned in
this context (de Jong et al., 2017; Klimburg-Witjes & Huettenrauch, 2021).

e Emphasising the importance of balancing ethical considerations (such
as data protection and transparency) with security considerations while
preventing the abuse of security technologies (von Schomberg, 2011).

4.4 Examples of Implementations of RRI in the Security Domain

e The Smart Border - BODEGA, a case study of an EU-funded research
project, presents an application of the RRI framework to border security
(Klimburg-Witjes & Huettenrauch, 2021). The project presents
Automated Border Control systems ("Smart Borders") and eGates at the
EU Schengen border. It aims to understand the implications of smart
border control and biometrics-based self-service systems for traveller
processing. It also addresses the effects of smart borders on the work of
border guards. Additionally, it strives to identify possible ways to gain
broader social acceptance of this transformation.
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This case study in the security field exemplifies the application of the
RRI framework. It sheds light on the challenges faced in security
innovation, contributing to the ongoing discussion on contextualising
the concept for security-related research and innovation. BODEGA tries
to address the challenges and benefits encountered by stakeholders
involved in the project. Stakeholders in the project presented various
tensions, leading to a critical exploration of the potential problems that
arise when applying RRI principles to digitising the EU's borders.

e Scanning Technology for The Detection of Paedophilia — A potential
development of scanning technology for the detection of paedophilia
among job applicants in childcare settings is another study case of the
implementation of RRI in security (De Jong et al., 2017). The study case
involves a prefectural thought experiment that extrapolates a potential
future scenario from a specific present situation, explicitly focusing on
the development of technologies to prevent child sexual abuse. The
document emphasises the critical examination of the concept of
alignment in RRI. It highlights the implications of early closure, diversity
masking, and discursive closure (particularly in the context of taboo
topics or influential stakeholders). It underscores the importance of
acknowledging stakeholders' diversity and power relations to avoid
masking potential conflicts. Diversity masking and early closure are
presented as new avenues for RRI research, urging RRI researchers and
practitioners to pay attention to this phenomenon.

4.5 Expected Benefits for Security Research and Innovation

By incorporating RRI into security innovation it is possible to develop security
technologies that effectively address security concerns while considering the
ethical, societal, and privacy implications. Von Schomberg (2011) claims that
moral considerations are moving to the forefront using the RRI approach in
security advances. The collaborative approach of RRI can result in security
technologies that gain greater public trust and ethical approval. Additionally,
RRI focuses on enhancing social robustness by aiming for better and more
integrated governance of science and technology innovation. RRI can also
lead to a more sustainable and socially robust way of life with and using
security technologies (von Schomberg, 2011).
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Further, von Schomberg presents privacy protection as another key element
of RRI, involving integrating privacy concerns into the development process.
Collingridge dilemma is mentioned as it implies the benefits of addressing
ethical issues during the early stages of technology design and development.
Thus, in the context of RRI applications for developing security technologies,
privacy benefits from addressing ethical problems early, as RRI requires (von
Schomberg, 2011). RRI claimed to be aligned with the fundamental rights of
privacy, ensuring that security technologies respect and protect individual
privacy. Furthermore, RRI employs anticipatory governance, utilising
methods like Technology Foresight, Technology Assessment, and Privacy
Impact Assessment (ibid; Stilgoe et al., 2013). These methods help predict
security technologies' possible positive and negative impacts as a step
toward a more ubiquitous technological environment. Lastly, RRI claimed to
include market-oriented self-regulation mechanisms, contributing to greater
market transparency (von Schomberg, 2011).

According to Stahl (2013), RRI integrates established governance
mechanisms like risk assessment for proactive engagement with potential
consequences. Foresight activities in RRI focus on future challenges and are
integral in addressing grand societal challenges®. What grand challenges
have in common is how they can profoundly impact how modern societies
function (ibid). These challenges represent issues whose solutions stand to
gain from advancements in research and innovation. Effectively tackling
these grand challenges could lead to a safer existence and enhancing overall
quality of life (ibid). The RRI approach broadens stakeholder engagement
beyond conventional research circles, encouraging early, midstream, and
downstream involvement (Stahl, 2013). It remains receptive to external
scrutiny, thereby upholding responsible research practices. Active reflexivity
and self-assessment promote coordination and alignment throughout
research and innovation processes, aiming for desirable and suitable
outcomes (Stahl, 2013).

RRI encompasses fostering inclusive deliberation and aligning diverse
stakeholder values for responsible technology development, recognizing the
importance of coupling these deliberations with policy and decision-making

& Grand challenges include: questions of employment, economic well being and growth,
issues of social coherence, and the resilience of democratic societies, demographic
developments, social innovations (Stahl, 2013).
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processes to uncover relevant values for technology development and
implementation (de Jong et al., 2017).

Klimburg-Witjes and Huettenrauch (2021) present the efforts to apply RRI
principles as a catalyst for creating spaces for dialogue among stakeholders,
enhancing interdisciplinary commmunication, addressing ethical values, and
fostering reflexivity, thus shaping responsible security solutions development.
The RRI approach nudges industry actors to reflect on co-developed
technologies and their implications. Finally, RRIl addresses real-world
conditions and challenges, emphasising the need to consider ethical values
like fairness and non-discrimination while developing novel security
technologies and systems (Klimburg-Witjes & Huettenrauch, 2021).

4.6 RRI tools in security context

Stahl (2013) delves into the intersection of privacy and RRI within the security
field, proposing a range of tools to apply RRI principles effectively. This
includes a suite of assessment and foresight activities such as risk
assessment, privacy impact assessment, ethics impact assessment, and
various forms of technology assessment (TA), including participative and
constructive TA. Those are considered to be vital for identifying and
addressing privacy concerns in developing security technologies.
Furthermore, the concept of 'privacy by design' is underscored as a tool for
integrating privacy considerations into research and innovation activities.

The author also emphasises the significant role of legislation and regulation
in addressing RRI issues, particularly concerning privacy. He cites the
European privacy directive (95/46/EC) and the European data protection
framework review, highlighting that attention should be channelled to the
privacy issues in the security context (Stahl, 2013 and references within).

Von Schomberg (2011) focuses on practical applications, presenting various
projects and activities that include recommendations and guidelines for
implementing RRI in information and communication technologies and
security technologies. PRESCIENT, PATS, ETHICAL, RISE, HIDE, and EFORTT
are projects highlighted for their contributions to addressing ethical issues.
These projects have been instrumental in developing ethical
recommendations, which have been incorporated into codes of conduct,
guidelines, and policy briefs, providing a roadmap for integrating RRI
principles into technological fields.
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The tools mentioned include assessment methodologies, legislative
measures, and practical project experiences, all of which can be instrumental
in applying RRI in security product development.

4.7 RRI - limitations and challenges

Von Schomberg characterised the concept of RRI as a transparent,
interactive process through which societal actors and innovators mutually
respond to each other to create sustainable and ethical outcomes (2011). Yet
there are limitations of the RRI approach in the security domain, which are
highlighted by literature (de Jong et al., 2017; Klimburg-Witjes &
Huettenrauch, 2021; Stahl, 2013). A recurring criticism of RRI is the absence of
a universally accepted definition and a clear implementation method. Critics
often describe the framework as "overly vague," lacking in specific guidelines
and measurement criteria (Wickson & Carew 2014: 256). There is a notable
ambiguity and flexibility within the RRI framework. This vagueness
challenges establishing measurable criteria and adhering to a consistent
approach (Klimburg-Witjes and Huettenrauch, 2021). This lack of a clear
definition and ambiguous features allows for a broad range of interpretation:

e What is the normative basis for RRI? The term ‘socially desirable’ is
vague: do the stakeholders involved in the RRI process know what
socially desirable is? There is the possibility they have contradicting
views of what socially desirable is. Do they have a representative group
of stakeholders and plan for end-user and/or citizen engagement to
establish it?

e What if something is socially acceptable (or desirable), but
unsustainable?

Practical applicability is another concern, especially from an
industry-oriented perspective. Blok and Lemmens (2015) criticise the narrow
focus on research and innovation activities generally in academic
environments, therefore the RRI framework's suitability and effectiveness for
business purposes in the private sector are questioned (ibid; Klimburg-Witjes
& Huettenrauch, 2021).

The privacy debate has been presented as emphasising the tensions RRI
creates under real- world conditions of the security domain. Klimburg-Witjes
and Huettenrauch (2021) highlight the clash between RRI values and security
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considerations when showing that following RRI can compromise physical
security. The framework can be seen as embodying a political agenda, with
its central propositions of inclusiveness, openness, and interaction between
science, policy, and the public seen as inherently political (Klimburg-Witjes &
Huettenrauch, 2021). This aspect may skew the framework's focus and
implementation.

A notable challenge within RRI arises when discussions and stakeholder
engagement regarding the ethical, social and environmental implications of
emerging technologies or scientific research are concluded prematurely. This
is known as early closure in the context of RRI and represents a significant
challenge (de Jong et al., 2017). Research suggests that an over-reliance on
engagement alone could lead to early closure in discussions and policy
decisions. This critique emphasises the importance of developing methods
to prevent premature conclusions and highlights the essential role of
reflexive engagement and inclusive, continuous deliberation, especially when
dealing with taboo or controversial technologies. Moreover, it underscores
how the phenomenon of "black boxing" can influence societal problem
definitions and research trajectories, because when issues are simplified or
obscured, it can limit the range of possible solutions considered and the
depth of analysis applied. This narrowing of discursive space, or the range of
ideas and perspectives that are discussed and considered, can lead to
incomplete or biased problem definitions (de Jong et al., 2017). In turn, if
complex issues are oversimplified, research trajectories may be skewed or
limited, focusing on superficial aspects or solutions rather than addressing
underlying causes or dynamics. This can result in ineffective or misguided
interventions (ibid; Stilgoe et al., 2013).

Finally, a significant challenge facing RRI are the possible contradictions
between different stakeholders, which suggest that RRI may not be a
one-size-fits-all solution (Stahl, 2013). There may be conflicting interests or
perspectives among different stakeholders involved in research and
innovation processes (ibid). Furthermore, despite efforts to promote
responsible practices, it may not always be possible to prevent all negative

9 "Black boxing" is a term derived from systems theory and cybernetics. It refers to the process
by which complex systems or concepts are treated as a single entity or a "black box," with
their internal workings hidden or ignored. In societal contexts, this can occur when complex
issues are simplified or obscured, leading to a lack of understanding of the underlying
mechanisms and dynamics.
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conseguences or outcomes resulting from research and innovation activities.
Von Schomberg (2011) and Stahl (2013) highlight the complexity of RRI in the
security domain, emphasising the inherent challenge of predicting the
societal impacts of technological advances. The unpredictability of the
development trajectory of technology and the difficulty in aligning new
technologies with societal needs and values are significant epistemological
challenges (van Schomberg, 2011; Stahl, 2013). RRI's epistemological
limitations, potential for technocracy, ethical and social challenges, potential
stakeholder resistance, and overall limitation as a comprehensive solution
need to be considered when implementing RRI (Stahl, 2013).

While RRI serves as an important framework for promoting responsible
practices and fostering accountability in research and innovation, it has
limitations and challenges that need to be recognized and addressed. This
underscores the need for ongoing dialogue and reflection to improve the
efficacy, adaptability and applicability of RRI approaches.
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5. End-User engagement in
security research

5.1 Defining end-users

The term "end-user" refers to the individual or group of individuals who
ultimately use a product, service, system, process or solution. End-users are
the people for whom a design or innovation is created, and their needs,
preferences, and experiences are crucial considerations in the design
process. Within the security domain, end-users may be:

e Security personnel - such as police, border guards or emergency
services

e Other relevant employees - such as airport staff, city centre managers
and service providers

e Citizens - including residents and local communities.

End users should be identified in relation to a specific innovation. For
example, in relation to Airport Security Screening Technologies (including
body scanners and explosive detection systems, enhance the safety and
efficiency of airport security procedures), end users comprise airline
passengers and airport personnel.

Within the domain of security, "end-users" can include a variety of roles and
individuals who interact with or are protected by security measures across
different contexts. Some examples include:

1. Within the Security Profession

e Police Officers and Law Enforcement Agents: They use various
security technologies and systems for surveillance, communication,
and data analysis to enforce laws and protect the public.

e Security Guards: Personnel who monitor security cameras, patrol
premises, and manage access control systems in various settings like
corporate buildings, shopping centres, and residential areas.

e Military Personnel: Members of the armed forces who utilise security
and surveillance equipment, cybersecurity measures, and
intelligence analysis tools in defence operations.
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Cybersecurity Analysts: Professionals who use security software and
tools to monitor networks for breaches, analyse threats, and protect
against cyber attacks.

Forensic Investigators: Specialists who utilise security and forensic
software tools to collect, analyse, and preserve evidence from digital
devices for legal proceedings.

Private Investigators: They often use surveillance equipment,
background check databases, and other security tools to gather
information for private clients or corporations.

2. Physical Security

Residents of a secured commmunity or building.
Visitors to a facility or organisation.
Employees within an organisation, from executives to entry-level.

Contractors and temporary staff who need access to facilities or
resources.

Event attendees in spaces requiring security measures.

From User-centred to Human-centred design

The shift from "user-centred" to "human-centred" design reflects a broader and
more inclusive approach to designing products, services, and systems. While
both methodologies prioritise the end-user's needs and experiences, the choice
of terminology signals a difference in focus and scope. Reasons why
"human-centred" is increasingly preferred include:

1. Its broader scope
User-Centred Design (UCD) primarily focuses on optimising the product or
service for the user's convenience, efficiency, and satisfaction. It's often
closely associated with 'usability' and the interaction between the user and
the product.
Human-Centred Design (HCD), on the other hand, extends beyond the
immediate user to consider the wider impact on all stakeholders in a
designed 'system', including indirect users, coommunities, and even the
environment. It takes into account the human condition, social contexts,
and global challenges.
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. Its emphasis on inclusivity and empathy

HCD emphasises empathy and inclusivity, aiming to understand and meet
the needs of all humans affected by the design, not just those who directly
interact with it. This approach is particularly important in multicultural
contexts where designs must be sensitive to diverse cultures, values, and
norms.

HCD seeks to address the broader human experience, incorporating the
consideration of emotional, social, and ethical dimensions into the design
process.

. An emphasis on holistic problem-solving

HCD is often applied in complex systems and services where the design
solution involves more than just interaction with a 'product. It is well-suited
for tackling broad, systemic issues by understanding the
interconnectedness of problems and incorporating insights from a wide
range of human experiences. HCD promotes a holistic view of
problem-solving that includes technological, social, cultural, and economic
considerations.

. Its consideration of ethical implications

By emphasising the "human" aspect, HCD encourages designers and
developers to consider the ethical implications of their work, including
privacy, accessibility, and sustainability. It prompts a reflection on how
design decisions affect societal wellbeing and environmental good.

This perspective encourages designers to think about the long-term
consequences of their decisions and the responsibility they hold towards
society and future generations.

. Adaptability and resilience

In an era of rapid change and uncertainty, HCD provides a framework that is
adaptable to evolving human needs and resilient in the face of global
challenges. It encourages continuous learning and iteration of solution
designs based on real-world impacts and feedback from a diverse set of
stakeholders.

The choice of "human-centred" over "user-centred" reflects a deliberate shift
towards a more empathetic, ethical, and comprehensive design approach.
While "user-centred" design is not obsolete and remains highly relevant in many
contexts, "human-centred" design captures a broader commitment to
addressing the complex web of human needs, aspirations, and challenges in the
21st Century.
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5.2 Defining end-user engagement

End-user engagement in the design process involves actively involving the
individuals who will use the product or service in the development and
refinement stages. This approach recognises the importance of
understanding end-users' perspectives, preferences, and challenges to create
solutions that better meet their needs.

End-user engagement should begin early in the design process and
continue throughout. By involving users from the outset, designers can
gather insights that inform decision-making and refine concepts iteratively.

5.2.1 End-user research and prototyping

Conducting user research, which may include interviews, surveys,
observations, and usability testing, helps designers gain a deeper
understanding of end-users' behaviours, preferences, and pain points.

Prototyping allows designers to create early versions of a product or service
for testing. By involving end-users in the testing process, designers can
identify usability issues, gather feedback, and make improvements before
finalising the design.

The design process should be iterative, allowing for adjustments based on
end-user feedback. Continuous engagement with end-users ensures design
decisions are responsive to evolving needs and preferences.

Effective communication and empathy are essential for understanding users'
perspectives and building trust. Designers must listen actively, ask relevant
guestions, and communicate design decisions in a user-friendly manner.

Depending on a designer's training, experience, design philosophy and the
specific context of their work, the concept of ‘co-design’ or ‘co-creation’ may
be embraced and, where relevant, applied.

What is co-design?

Co-design, also known as participatory design or co-creation, is an
approach to the design process that involves collaboration between
designers and end-users. It emphasises active involvement of end-users,
stakeholders, or community members in the creation and development of
products, services, systems, or solutions. Co-design recognises that the
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people who will use or be affected by a design have valuable insights and
expertise that can contribute to the success of the final outcome.

By incorporating end-user engagement into the design process, designers
increase the likelihood of creating products or services that are user-friendly,
meet real-world needs, and provide positive user experiences. This approach
is fundamental to human-centred design practices and contributes to the
overall success and adoption of innovations in various fields.

5.3 End-user engagement in security research

The engagement of societal actors in the field of security, police work, and
counterterrorism is an evolving practice and research field that reflects the
complexity involved in implementing social theories in the contemporary
security domain. It also suggests that end-user engagement in security
innovation is effective in terms of security management and can foster
positive relationships between security representatives and the public.

Various research projects have engaged end users (police officers, border
guards, and other security personnel) in security innovation. The projects
range from policing initiatives that aim to improve the effectiveness and
delivery of police services / operations, to counterterrorism strategies to
improve urban resilience. The active participation of front-line, operational
officers in security research benefits from the experience and local insights in
improving processes, systems and practice to enhance safety and
preparedness. End-user engagement initiatives highlight the value of
knowledge sharing and gaining insight from practical experience to security
research. Finally, engaging end-user perspectives provides an understanding
essential for the effectiveness and practical implementation of innovative
security solutions.

End-user engagement practices and challenges presented in this report are
based mainly on European security research (Davey & Wootton, 2016;
Hemmingsen, 2015; Smithson & Jones, 2021; Muravska et al,, 2023; Nederveen
et al, 2022; Peak & Glensor, 1999; RAN, 2019; Uhlmann 2015; OSCE, 2014), with
additional examples from America (Lockridge & Greenwood 2019; Peak &
Glensor, 1999; Pockett, 2005) and Israel (Ben Eliyahu et al,, 2023, Pockett,
2005, Sharabi & Litmanovich, 2023).
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5.4 Objectives of end-user engagement in security innovation

In addressing complex societal challenges, such as those in the security
domain, the engagement of end-users and stakeholders throughout the
innovation process is crucial — from problem definition to prototyping and
implementation. This aligns with the principles of human-centred design
and participatory approaches to innovation, where the focus is on creating
solutions that are not only effective but also adopted and embraced by those
they are designed to help.

5.4.1 End user engagement in technological security solutions

Muravska et al. (2023) emphasises the significance of end-user involvement
in developing security technologies. End-user involvement is described as
crucial throughout the initial research and implementation stages to ensure
that "novel technologies will be accepted" (sic) and operate efficiently in the
field. The uptake increased significantly when survey respondents affirmed
that end-users had been involved from the start of the projects, highlighting
the significance of engagement in the early stages of an innovation project
(which includes problem definition).

Klimburg-Witjes and Huettenrauch (2021) provide additional insights into
end-user engagement in developing security technologies. They present
perspectives on applying the RRI framework to border security (see Section 4
of this report). The engagement of end-users is highlighted as creating a
collaborative setting whereby concerns and ethical values, such as fairness
and non-discrimination, can be addressed while developing border
management technologies.

5.5 Impact of end-user engagement in Social Innovation

End-user engagement in Social Innovation processes widens the perspective
of project consortia, providing access to diverse viewpoints and practical
experience (Davey & Wootton, 2016). The engagement of end-users and key
stakeholders during solution design and development also addresses
problems with end-user acceptance and the appropriateness of new
technologies to operational contexts, with end-users more likely to embrace
design solutions they have had a hand in shaping. Additionally, it provides
opportunities for the sharing of good practices, creating a fertile ground for
mutual learning and continuous improvement in the security domain (ibid).
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5.6 End-user engagement - challenges and considerations
5.6.1 Implementation Challenges

Engaging end-users in developing security solutions is not without its
challenges and needs careful navigation. These challenges arise from the
complex nature of security issues, the diversity of stakeholders involved, and
the sensitive information that often accompanies security work. Common
challenges include:

e Diverse stakeholder interests — Security solutions often have to cater

to a wide range of stakeholders, including law enforcement, private
sector entities, community organisations, and the general public. Each
group may have different priorities, concerns, and levels of
understanding about security issues, making it challenging to develop
solutions that satisfy all parties.

Confidentiality and sensitivity — Security-related projects often involve
handling sensitive information that cannot be fully disclosed to all
participants in the innovation process. This can limit the extent to which
certain end-users, especially those from the community or
non-specialist backgrounds, can be involved in the development
process.

e Technical complexity — Security solutions can be technically complex,

requiring specialised knowledge that end-users may not possess. There
will be a gap in understanding between the developers of security
technologies and the intended end-users. However, ensuring end-user
needs and preferences are properly considered by developers will
minimise the risk that solutions are difficult to use or fail to meet users'
actual needs.

Resistance to change - Security organisations and their personnel may
be resistant to adopting new approaches or ways of working,
particularly if these changes are perceived as disrupting established
procedures or hierarchies. Addressing institutional inertia, which may
be well-founded, requires early engagement with end-users and the
benefits of proposed solutions being well commmunicated to build trust
and buy-in.
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5.6.2 Ethical and Legal Considerations

Ethical and legal issues, such as privacy concerns, surveillance, and data
protection, are paramount in security solutions (Davey & Wootton, 2016;
OSCE, 2014). Engaging end-users in a way that respects these concerns while

still gathering the necessary insights to inform solution development can be
challenging.
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6. Citizen, communities and CSO
engagement in security
research

6.1 Defining citizens, communities and CSOs

In the context of Social Innovation in the security domain, engaging citizens,
communities, and Civil Society Organisations (CSOs) is often crucial for
developing effective, inclusive, and sustainable security solutions. Defining
these groups in a meaningful way can help in understanding their roles and
contributions to Social Innovation in security.

e Citizens - A citizen is an individual who is a member or inhabitant of a
particular country and has certain rights and responsibilities within that
nation. Citizenship typically involves legal and political ties to a specific
state, entailing both privileges (such as the right to vote) and duties
(such as obeying laws).

Within the security research domain, this group includes the general
public, particularly those living in areas affected by security issues or
those who are directly impacted by security policies and practices.
Engaging citizens can provide valuable insights into the security
challenges they face, their perceptions of safety, and their ideas for
improvement. Methods for engaging citizens include public
consultations, surveys, community meetings, and participatory design
sessions.

e Communities - A community refers to a group of people who share
common characteristics, interests, or geographical location.
Communities can be based on various factors, including cultural, social,
economic, or professional affiliations. They are often characterised by a
sense of belonging and mutual support among their members.

Within the security research domain, communities may be defined
based on geographical locations (such as neighbourhoods or cities),
demographics (such as youth, elderly, or minority groups), or shared
interests (such as business associations or cultural groups).
Communities often have a deep understanding of local security issues
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and the social dynamics that influence them. Engaging with
communities can be done through community leaders, local CSOs, or
through community forums and workshops that encourage collective
brainstorming and problem-solving.

e Civil Society Organisations (CSOs) — A Civil Society Organisation is a
non-governmental and non-profit organisation that operates
independently of local and national government. CSOs play a crucial
role in society by addressing various issues, advocating for social
change, and promoting civic engagement. They can include charities,
advocacy groups, and grassroots organisations working to enhance the
well-being of individuals and communities.

Within the security research domain, CSOs may include a wide range of
organisations such as non-governmental organisations (NGOs),
advocacy groups, professional associations, and charitable organisations
that work on issues related to security, human rights, community
development, and social justice. CSOs can play a crucial role in Social
Innovation in the security domain by acting as intermediaries between
citizens, communities, and governmental bodies. They can provide
expertise, mobilise resources, advocate for policy changes, and
implement community-based projects. Engaging CSOs can be done
through partnerships, collaborative projects, and advisory roles.

CSO and NGO - What's the difference?

While Civil Society Organisations (CSOs) and Non-Governmental
Organisations (NGOs) share similarities, they are not precisely the
same—and should not therefore be used interchangeably.

Civil Society Organisation (CSO) - CSO is a broader term that
encompasses a range of organisations. CSOs refer to entities formed by
individuals or associations outside of government structures that work
towards the betterment of society. This category includes commmunity
groups, advocacy organisations, NGOs and more.

Non-Governmental Organisation (NGO) - An NGO is a specific type of
CSO. They are independent, non-profit organisations that operate without
direct government control. NGOs were first called such in Article 71 in the
Charter of the newly formed United Nations in 1945 (see here). NGOs often
operate internationally and are recognised for their work across borders,
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addressing global issues like human rights, environmental conservation,
and humanitarian aid. The rise of NGOs, particularly in the context of
globalisation, has been attributed to their ability to fill gaps left by public
service cuts from institutions like the World Bank and IMF.

Example security CSO - Neighbourhood Watch

Neighbourhood Watch operates in the UK and is claimed to present the
most common local form of community-based crime prevention practice
(Peak & Glensor, 1999).

6.2 Engaging the citizen-voice in security research

Various methods can be employed to improve problem definition and
increase the uptake/implementation of resulting security solutions:

e Community surveys and needs assessments — Conduct surveys and
assessments to gather data on the specific security needs and concerns
of different communities. This data can inform the problem definition
phase of security research and ensure that the projects address the
most pressing issues faced by the communities.

e Public forums and Town Hall meetings — Host forums and meetings
where community members can discuss their security concerns with
researchers and innovators. These events provide a platform for open
dialogue, helping to align the objectives of security projects with the
priorities of the community.

e Stakeholder Advisory Boards — Establish advisory boards that include
representatives from communities, CSOs, and other relevant
stakeholders. These boards can provide ongoing guidance, feedback,
and support throughout the research and innovation process.

e Participatory design workshops — Organise workshops where citizens,
community members, and CSOs can directly contribute their
perspectives and experiences to the design of security solutions. These
workshops allow stakeholders to co-create solutions that are tailored to
their specific needs and contexts, making the solutions more likely to be
accepted and implemented.
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Example - benefits of design workshops

Creating spaces for engagement and interactions can contribute to the
evolution of innovative, practical methods to ensure the sustainability of
engagement practices (Peak & Glensor, 1999; RAN, 2019). Urban art and
sports workshops, as well as political involvement, allowing marginalised
young community members to express their identity and discuss how
others perceive them, can reduce alienation and, thus- radicalization
(Smithson & Jones, 2021; RAN, 2019). Events like the Bike Rodeo and Coffee
with Cops at Georgian College demonstrate practical efforts to provide
positive community and police interactions (Lockridge & Greenwood,
2019). Providing leadership training, mentorship, and skills development
opportunities for the community members facilitates safer communities
and helps at-risk members deal with potentially triggering situations
(RAN, 2019). Thematic workshops, discussing inter-community challenges
with community members, showed positive outcomes in security-related
problem-solving (OSCE, 2014).

e Pilot testing with community feedback loops — Implement pilot

projects in collaboration with local communities and CSOs. Use
feedback loops to collect insights on the usability, effectiveness, and
acceptability of the security solutions, and iteratively refine the projects
based on this feedback.

Digital engagement platforms - Utilise online platforms and social
media to engage a broader audience in the innovation process. These
platforms can facilitate crowdsourcing ideas, conducting online
consultations, and disseminating information about security projects,
thereby increasing community involvement and buy-in. Community
participation platforms and frameworks can be used for long-term and
continuous involvement and interaction with the community, including
beyond project timelines. They can be key to ensuring impact and
sustainability (RAN, 2019). The Committee of Terrorism of the
International Association of Chiefs of Police defined five levels of
engagement, from building established relationships to operating
networks (OSCE, 2014). Utilising online platforms can facilitate
continuous presence and communication (Peak & Glensor, 1999; RAN,
2019). Projects aimed at focused engagement of disadvantaged groups
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facilitate empowerment and reduce exposure to radical agendas
(Hemmingsen, 2015; RAN, 2019; Smithson & Jones, 2021). Strengthening
public governance can increase the impact of engagement activities
(Uhlmann, 2015).

e Civil society engagement - community engagement allows quick
feedback and promotes knowledge exchange, providing a better
mechanism for realising anticipated outputs and outcomes (Nederveen
et al., 2022). The engagement of civil society organisations in security
practices and research activities aims to increase their participation in
both the shaping and implementation stages and to promote social
innovation (Davey & Wootton, 2016).

e Capacity building and Training — Offer training sessions and
capacity-building workshops for community members and CSOs on
security topics. By enhancing their understanding of security issues and
solutions, these stakeholders can become more effective partners in the
research and innovation process. Training in problem-solving strategies
emphasises the importance of dialogue, trust-building, and
relationship-building as effective methods for engaging communities
in policing efforts (Hemmingsen, 2015; OSCE, 2014; Peak & Glensor,
1999).

Broader approaches to gaining the input of citizens to Social Innovation in
the security domain, where citizens and community engagement is central
include:

e Collaborative research projects — Involve citizens, communities, and
CSOs as active partners in research projects. This could include
co-developing research questions, co-collecting data, and co-analysing
findings. Such collaboration ensures that the research process is
transparent and inclusive, leading to solutions that are more likely to be
embraced by the community.

e Use of Citizen Science Approaches - Encourage citizens to contribute
to security research through citizen science projects. This can involve
citizens in data collection, analysis, and monitoring activities, making
them active contributors to the development of security solutions.

It is important to ensure that any engagement methods and strategies are
ethical, inclusive, and sensitive to the diverse needs and vulnerabilities of
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different community groups. This requires appropriate consideration of
gender, age, socio-economic status, and cultural factors in the design and
implementation of engagement activities.

Community engagement practices and challenges presented in this report
are based mainly on European security research (Davey & Wootton, 2016;
Hemmingsen, 2015; Smithson & Jones, 2021; Muravska et al., 2023; Nederveen
et al.,, 2022; Peak & Glensor, 1999; RAN, 2019; Uhlmann 2015; OSCE, 2014), with
additional examples from America (Lockridge & Greenwood 2019; Peak &
Glensor, 1999; Pockett, 2005) and Israel (Ben Eliyahu et al., 2023, Pockett,
2005, Sharabi & Litmanovich, 2023).

6.3 Valuing citizen engagement

The involvement of communities in the field of security research and
innovation has gained increasing emphasis over time. There has been
greater focus on early and ongoing engagement throughout the life-cycle of
security solution development — with this being guided by the needs and
feedback of citizens, coommunities and end-users (Nederveen et al, 2022). In
addition, the issue of radicalisation, particularly in relation to young people,
has increased the need for security researchers to engage with citizen
communities and municipalities, as these groups have emerged as central
actors in prevention efforts (Uhlmann, 2015; OSCE, 2014).

With regard to research in urban resilience and disaster response, the need
for community self-sufficiency in emergencies requires that research and
innovation projects are able to access the safety and security perceptions of
community members. In addition, cooperation with national
law-enforcement organisations in an emergency becomes a source of
resilience (Ben Eliyahu et al., 2023, Sharabi & Litmanovich, 2023). The growing
attention to these approaches demonstrates an increasing recognition of the
importance of community and end-user engagement in addressing security
and counterterrorism challenges, emphasising collaboration and citizens'
active involvement in shaping and implementing solutions.

6.4 Objectives for community engagement in security innovation

The objectives for community engagement in security innovation projects
are multifaceted, aiming to ensure that solutions are effective, sustainable,
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and aligned with the needs and values of the communities they intend to
serve. Key objectives include:

¢ Identifying and Understanding Community Needs - Engage with
communities to identify their specific security concerns and needs. This
helps ensure that the innovation projects are directly addressing the
real and perceived security issues faced by the community (Ben Eliyahu
et al.,, 2023; Hemmingsen, 2015; Lockridge & Greenwood, 2019; OSCE,
2014; Peak & Glensor, 1999; RAN, 2019; Smithson & Jones, 2021; Uhlmann,
2015).

e Building trust and collaborative relationships — Establish trust
between security researchers, innovators, and community members.
Trust is foundational for effective collaboration and for the successful
implementation of security solutions within communities. The
development of trust between security professionals and communities
encourages citizens to actively participate in security research and
innovation (Ben Eliyahu et al, 2023; Hemmingsen, 2015; Lockridge &
Greenwood, 2019; OSCE, 2014; Peak & Glensor, 1999; RAN, 2019; Sharabi &
Litmanovich, 2023).

e Leveraging Local Knowledge and Expertise — Tap into the local
knowledge, insights, and expertise of community members. This can
lead to more culturally sensitive and contextually appropriate security
solutions that are more likely to be accepted and adopted by the
community. Understanding local needs ensures that security measures
and practices are relevant and responsive in the context of a specific
community or situation—and are thus sustainable (Davey & Wootton,
2016; Hemmingsen, 2015; Klimburg-Witjes & Huettenrauch, 2021;
Lockridge & Greenwood, 2019; Muravska et al., 2023; Nederveen et al.,
2022; Peak & Glensor, 1999; RAN, 2019; Sharabi & Litmanovich, 2023;
Smithson & Jones, 2021; Uhlmann, 2015).

e Supporting non-technological solutions - Efforts to engage with civil
society aim to promote consideration of non-technological solutions to
security problems, recognizing the importance of diverse approaches
beyond purely technological, broadening the research topics and the
scope of practical solutions (Davey & Wootton, 2016). Non-technological
intervention practices can be considered more beneficial (Uhlmann,
2015).
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e Enhancing Solution Acceptance and Adoption - Increase the
likelihood that security solutions will be accepted and adopted by
involving community members in the design and decision-making
processes. This participatory approach can lead to a greater sense of
ownership and responsibility towards the implemented solutions.

e Promoting transparency and accountability — Ensure transparency in
the development and implementation of security projects. Engaging
with the community promotes accountability, as it allows for the
monitoring and evaluation of project impacts by those directly affected.
Transparency and accountability emphasise democratic ethics and
promote openness of security practices (OSCE, 2014, Peak & Glensor,
1999, RAN, 2019; Sharabi & Litmanovich, 2023; Uhlmann, 2015).

e Empowering communities - Empower community members by
involving them in the innovation process. This can enhance their
capacity to address their own security challenges and contribute to a
more resilient community. For example, local commmunities play a key
role in early Identification of critical situations (Ben Eliyahu et al,, 2023;
Hemmingsen, 2015; OSCE, 2014, Peak & Glensor, 1999; RAN, 2019; Sharabi
& Litmanovich, 2023; Smithson & Jones 2021 Uhimann, 2015).

e Facilitating sustainable change - Support sustainable, long-term
improvements in community security by fostering local engagement
and commitment. Community involvement can help ensure that
security innovations are maintained and adapted over time as needed.

e Reducing negative impacts and conflicts - Identify potential negative
impacts or conflicts that may arise from the implementation of new
security solutions. Community engagement can help mitigate these
risks by addressing concerns early in the process.

e Enhancing social cohesion and collaboration - Strengthen social
cohesion and inter-community collaboration by bringing together
diverse groups to work on common security challenges. This can lead to
more unified and supportive community dynamics. Inclusivity also
ensures that security actions are culturally oriented to diverse
communities, minimising discrimination (Davey & Wootton, 2016;
Muravska et al., 2023; OSCE, 2014; RAN, 2019; Sharabi & Litmanovich,
2023; Smithson & Jones, 2021, Uhlmann, 2015).
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¢ Informing policy and practice - Gather insights and evidence from
community engagement activities that can inform broader security
policy and practice. The lessons learned from engaging with
communities can provide valuable feedback for policymakers and
practitioners in the security sector.

These objectives reinforce the importance of security innovation projects
adopting a holistic, inclusive approach, and recognise the active participation
of communities as critical to the design and development of security
solutions that — whether technologically advanced or not — are socially
relevant and sustainable.

6.5 Examples of community engagement in security innovation

This section provides examples of commmunity engagement in security
innovation, including: EU-funded projects, practical tools and toolkits and
study cases. The examples come from European initiatives, as well as regional
programs in Israel and Austria.

There has been a notable emphasis on innovative approaches to enhance
community engagement in recent years. The SecurePART initiative, as
documented by Davey and Wootton (2016), concentrated on involving civil
society organisations (CSOs) in European security research. Initiatives such as
Nicole, Conviction, and Pathways have fostered engagement through
artistic activities, as highlighted in the RAN 2019 report.

The Web Constables initiative in Estonia exemplifies a novel approach to
community engagement that focuses on young people. This initiative,
detailed in the RAN 2019 report, is marked by its continuous presence, broad
networking, and active political involvement. Web Constables cultivated a
collaborative environment tailored to the needs and concerns of the younger
demographic.

My City Real World has been pivotal in establishing a platform that
facilitates personal contact between authorities and communities (RAN 2019
report). The Transformative Dialogue Circles initiative focuses on
developing methods to forge relationships through dialogue.

The Participatory Youth Practice project, described by Smithson and Jones
(2021), involves co-creating a youth justice framework with marginalised
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community members. This project underscores the importance of inclusive
and participatory approaches in youth justice practices.

In Austria, the Dialogue Forum, launched in 2012 by the Austrian Federal
Ministry of the Interior in partnership with the Islamic Community, aimed to
address issues related to Islam and Muslims in Austria. According to an OSCE
(2014) report, this initiative led to the formation of thematic working groups
focusing on various topics, including education, integration, and extremism.
This forum played a significant role in facilitating discussions and raising
awareness about extremism, radicalisation, and Islamophobia.

In Israel, the Neighbourhood Emergency Squads/Teams, as described by
Ben Eliyahu and colleagues (2023) and further elaborated by Sharabi and
Litmanovich (2023), leverage the professional skills of neighbourhood
residents. These teams, equipped with specialised training, collaborate with
national emergency services to provide prompt local responses in crises. This
approach was effective during the terrorist attack on October 7th in Israel,
where these teams played a critical role in saving lives. The success of this
initiative led to the formation and training of over 800 new teams in the
subsequent two months, demonstrating the efficacy and scalability of such
community-based emergency response models (Sharabi & Litmanovich,
2023).

6.6 Impact of engagement strategies

The engagement of the commmunities, citizens and residents, and public
groups in security aims to empower the public to recognise and resolve
neighbourhood concerns, fostering a sense of responsibility and active
participation in enhancing public safety and security. Citizen engagement
enhances community problem-solving efforts and helps develop social
capital, which is crucial for fostering civic involvement.

Community engagement is instrumental in building trust between citizens
and law enforcement agencies, highlighting the importance of public
acceptance and collaboration in addressing security-related issues (OSCE,
2014).

While focused on preventing crime and disorder, the engagement strategies
address broader societal challenges and can endorse ethical and human
rights issues in the realm of security (Peak & Glensor, 1999).
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Enhancing situation awareness among police workers contributes to the
early identification of problems and is considered among the central benefits
of the community-policing approach (OSCE, 2014).

Supporting the development of innovative, practical solutions to security
challenges through social innovation takes this a step further, emphasising
the need for fresh, practical approaches.

Community engagement in innovation processes potentially widens the
perspective of project consortia, bringing diverse viewpoints and experiences
to the table (Davey & Wootton, 2016). Community engagement during the
developmental stage also enhances public acceptance of new technologies,
as people are more likely to embrace changes they have had a hand in
shaping. Additionally, it provides opportunities for networking and sharing
good practices, creating a fertile ground for mutual learning and continuous
improvement in the security domain (/bid).

6.7 Citizen engagement - limitations and challenges
6.7.1 Implementation challenges

Engaging citizens and communities in the development of security solutions
does present some challenges (Nederveen et al, 2022). The sensitive nature of
security domains, classified research, and the fast-changing and reactive
nature of security technology requirements often restrict open dialogue and
public participation. Unfortunately, insufficient information sharing and the
reliance on low-quality information can significantly impede collaborative
efforts. There may be a tension between sharing information for mutual
learning and the need for operational security and confidentiality, especially
in security-related projects (Klimburg-Witjes & Huettenrauch, 2021).

On top of this, engaging multiple stakeholders with diverse goals,
expectations, and working cultures present a formidable challenge for
engagement practices.

6.7.2 Ethical and Legal Considerations

The ethical and legal dilemmas surrounding community engagement in
security projects include privacy, human rights, and societal impact (Davey &
Wootton, 2016; OSCE, 2014). It is crucial to understand that "community"
should be distinguished from "minorities," sometimes representing ethical
tension (OSCE, 2074). Avoiding discriminatory practices can be challenging in

Funded by engagezmnouate
the European Union 82

www.engagezinnovate.eu



the context of community engagement in crime and terrorism prevention
(ibid). Ethical dilemmas, possible public resistance, and the potential for
unintended consequences can sabotage the efforts for community
engagement (Nederveen et al., 2022).

The involvement of civil society organisations (CSOs) in addressing ethical
and human rights issues adds further complexity to the security innovation
process (Davey & Wootton, 2016). From a legal standpoint, deploying
community and end-user engagement in security solution development
must be coordinated with existing regulations, which is not always possible
(Peak & Glensor, 1999). Maintaining transparency while safeguarding sensitive
information complicates engagement efforts (OSCE, 2014).
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7. Conclusion and discussion

This document has embarked on an extensive journey through the realms of
Social Innovation (Sl), Responsible Research and Innovation (RRI), and
stakeholder engagement, particularly within the security research and
innovation domain. The exploration has revealed the multifaceted nature of
Social Innovation, underscored by its potential to address complex societal
challenges through novel, inclusive, and sustainable approaches. The
integration of RRI principles has further emphasised the importance of
ethical considerations, societal expectations, and collaborative practices in
driving research and innovation processes that are not only responsible but
also responsive to societal needs and values.

The discussion on end-user, citizen and community engagement has
highlighted the critical role of diverse stakeholders in co-creating security
solutions that are not only technologically advanced but also socially
acceptable and aligned with ethical standards. This collective endeavour,
involving academia, industry, government, and civil society, reflects the
qguintessential essence of the Quadruple Helix model, fostering a
collaborative ecosystem that leverages the strengths and perspectives of
each sector to enhance innovation outcomes.

71 Modelling Social Innovation — beyond Helical models

The Social Innovation literature presents novel and practical solutions to
social problems developed through the collaborative effort of engaged
groups. It discusses various collaborative models including the Triple Helix
(that encompasses universities, businesses, and government), the Quadruple
Helix (through the addition of civil society to the model), and the Quintuple
Helix (adding 'environment' to the mix).

The Triple Helix model of innovation originated in the 1990s, focusing on
university-industry-government relations to build innovation systems. The
model has been criticised, however, for not fully accounting for new and
complex factors emerging from societal transformations. We now operate
within innovation ecosystems, where collaboration's nonlinear nature is
crucial for producing innovations for sustainable development. Efforts to
enhance the model's explanatory power include integrating institutional and
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social network theories to elucidate Triple Helix interactions and connecting
macro and micro levels of analysis (Cai and Amaral, 2022).

While the seemingly ever-expanding range of Helix models seeks to provide
a theoretical framework for understanding innovation ecosystems involving
academia, industry, government, civil society and the environment, their
practical application can be challenging for practitioners due to the models'
abstract nature. A more grounded approach to fostering innovation might
involve focusing on specific, actionable collaboration strategies, such as:

e Defining engagement within the design process — Establishing clear
guidance of when stakeholders (end-users; citizens, or others) should be
engaged within the problem definition and design development
process

e Designing clear communication channels — Establishing
straightforward mechanisms for communication among stakeholders
to facilitate easier exchange of ideas and feedback

e Creating shared spaces — Physical or virtual co-working spaces where
members from academia, industry, and government can work together
on projects

e /mplementing pilot projects — Small-scale initiatives that allow for
testing and refinement of collaborative processes before scaling up.

These strategies emphasise direct action and interaction, making the
abstract principles of the Helix models more tangible and practical for
everyday application.

7.2 Challenges of scalability, sustainability and measurement

The journey has also illuminated several challenges, including the scalability
and sustainability of social innovations, the complexities of measuring their
impact, and the hurdles posed by funding constraints, institutional and
regulatory barriers, and the intricacies of multi-stakeholder collaboration.
Despite these challenges, the potential benefits of social innovation—such as
enhanced societal well-being, economic development, and the fostering of a
knowledge-based economy—underscore the importance of persevering in
these endeavours.
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As we look toward the future, it becomes evident that fostering a culture of
continuous learning, adaptation, and inclusive innovation is paramount. The
advancement of Sl and RRI, coupled with effective stakeholder engagement,
will require ongoing efforts to refine methodologies, develop supportive
policies, and cultivate an ecosystem that encourages collaboration, ethical
considerations, and the pursuit of societal impact.

7.2.1 Relevant literature in the security domain

The distribution of available resources in Social Innovation, RRI, and
engagement of citizens and end-users in Security research is mapped in
figure 1, below. Each section of this document underscores the importance of
ethical considerations and inclusive dialogue in security research and
innovation actions, highlighting the need for effective dialogue to ensure
appropriate, responsive and implementable outcomes.

7.3 Challenges related to RRI

Analysis of Responsible Research and Innovation (RRI) in the context of
security research delves into practical aspects, highlighting how RRI
frameworks are integrated into security projects, emphasising stakeholder
inclusivity, anticipation, reflexivity, and responsiveness. Tools such as
stakeholder mapyping, interactive workshops, and feedback mechanisms are
discussed for implementing RRI principles. RRI emphasises the inclusion of
multiple stakeholders, including industry, researchers, research funders, civil
society, and policymakers, to ensure societal impact. However, challenges
such as ambiguity in its framework, difficulty establishing measurable
criteria, and tension between the openness demanded by the RRI approach
and the secrecy of security considerations are noted. The critique also
addresses challenges like balancing security needs with ethical concerns, the
complexity of multi-stakeholder collaborations, problems connected to early
closure and stigmatisation, and the difficulties in measuring the impact of
RRI in tangible terms. The document underscores the need for continuous
dialogue and ethical reflexivity in security research to align technological
advancements with societal values and needs.

7.4 Challenges related to citizen engagement

Tools supporting citizen engagement include community surveys,
participatory sessions, and self-realisation workshops. A more comprehensive
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perspective is engendered in several security research projects through
engaging communities in design decision-making. Including
underrepresented groups can widen the perspectives even further,
enhancing the potential for acceptance of novel solutions by citizens — and
their potential impact.

Engaging communities and end-users in security solution development
raises significant challenges, including the sensitive nature of security work,
the demands of fast-paced technological change, and diverse stakeholder
interests — often leading to limited dialogue outside the project team, poor
information quality, and conflicting goals. Ethical and legal considerations
further complicate this engagement, encompassing complexities relating to
privacy, human rights, societal impact and the problem of differentiating
community needs from minority interests. The critique also points to other
challenges, such as the need to balance diverse perspectives, the risk of
tokenistic engagement, the potential for misalignment between research
outcomes and end-user needs, and challenges of practical collaboration.
There is an argument for more robust, inclusive, and iterative engagement
processes to ensure that security research is responsive to the real-world
needs and concerns of those it aims to protect.

7.5 End users from the Social Innovation perspective

End-user involvement is crucial for the uptake and successful
implementation of security research and innovation outcomes. It is
considered a prerequisite for guiding solid requirement specification and
innovative procurement, ensuring developers have a clear vision of on-site
needs.

The framing of Social Innovation as a process that meaningfully engages a
wide range of stakeholders reflects a more sophisticated understanding of
innovation as a multifaceted and systemic endeavour. It suggests that the
challenge is not about choosing between expert-led or citizen-led innovation
but about creating synergies between diverse forms of knowledge, expertise,
and experience to develop solutions that are socially robust and widely
beneficial.

This perspective encourages a reevaluation of how innovation processes are
designed and implemented, advocating for a model of Social Innovation that
is truly inclusive, interdisciplinary, and collaborative. Such an approach not
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only enhances the potential for innovative solutions to societal challenges
but also strengthens the democratic and participatory dimensions of the
innovation process itself.

7.6 A call for action

This document's exploration into the state of Social Innovation (Sl),
Responsible Research and Innovation (RRI), and stakeholder engagement
within the security sector brings to light a complex landscape marked by
both potential and pitfalls. While Social Innovation presents an avenue for
addressing societal challenges through innovative means, its journey is
fraught with ambiguity—stemming from a lack of clear definitions,
inconsistent implementation strategies, and a tendency for some security
projects to employ Social Innovation as mere 'window dressing'. This critique
underscores the risk of prioritising technology-centred approaches at the
expense of truly human-centred solutions, thus diluting the essence and
impact of Social Innovation.

The discourse on Social Innovation and RRI within this context reveals a
delicate balance between innovation and its ethical, social, and human
implications. The critical view presented emphasises the necessity for a more
rigorous, transparent, and accountable framework for defining,
implementing, and evaluating social innovation initiatives. This includes a call
for a shift towards genuine stakeholder engagement, where the voices and
needs of communities are not just heard but are pivotal in shaping security
solutions.

In light of these reflections, it becomes imperative to advocate for a
reevaluation of how Social Innovation is conceptualised and operationalized
within the security domain. The path forward demands a commitment to
integrity, where projects genuinely embody the principles of human-centred
design and where the label of 'Social Innovation' is reserved for initiatives that
truly strive to balance technological advancement with societal well-being
and ethical considerations.

In conclusion, this document not only contributes to the body of knowledge
on Sl, RRI, and stakeholder engagement but also serves as a call to action for
researchers, policymakers, practitioners, and society at large to embrace
these concepts as integral components of innovation in the security field and
beyond. By doing so, we can collectively navigate the complexities of modern
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societal challenges, fostering a secure, equitable, and sustainable future for
all.
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Appendices

The review of Social Innovation Security projects appendix was created as a Microsoft Excel
database, and is included as an appendix in the following A3 pages.
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workshops urban environments using community safety organizations,  elackofengagementof  focuson humanrights  and resources to develop solutions based to  design and in
«Tool specifications  social innovation approach  citizens' youth workers,  appropriate stakeholders  and legal compliance evidence-based intervention development  interventions and
« Innovation uptake perceptions of membersofthe  for theidentified problems, strategies «Lisbon Tool: providing a design- ~ urban security impact of
«Stakeholder security community: « prevention of juvenile « utilizinga digital dashboard for oriented approach to engage challenges thetoolson urban security  iterative development of
engagement residents,local  delinquency informed decision-making young peoplein community safety * definition, «identification of limitationsin solutions
«Prototype testing business «fostering an inclusive, data- *NiceTool: Ask for Angela prototyping,and  the design thinking approach  » design approach adaptation
representatives, driven approach to improve campaign to keep the of different
and community urban security from sexual assault tools consortium partners to support

organizations,
Advisory Board and
Consultative
Committee

«Rotterdam Tool: The Spaanse
Polder Caféevent, involving
collaborative forums to address
safety and security issues
«RigaTool: web application to
support an evidence-based
approach to policing tactics

tool development
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